Chapter 7: CONCLUSION & RECOMMENDATIONS

Chapter Highlights

This is the last chapter which discusses further on the preliminary conclusions made in
the Comparative Analysis (Chapter-6) with the various findings from Literature Review
(Chapter-2). This section essentially grounds the theory with the empirical data collected
in the GCC Qil & Gas Companies. This chapter finally presents the primary objective of
the study which is to answer the Research Questions set out in the study. Region-specific
Change Drivers that are responsible for developing best practices in ERM are suggested
and subsequently also addresses the next objective of this study, which is to recommend
the Best Pructice approach for successful ERM implementation in the Middle East Oil
and Gas Companies. The chapter finally suggests an Action Plan for the Middle East Oil
Industry to enable them to transform their existing ERM Models to a mature and robust

Sframework.
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70  Discussion & Conclusions

The GCC Oil and Gas Companies have been ‘n business. ever since 1930 and have been
serving their nations and the world at large. which is evident from some of their
overarching strategic dircction expressed as «Energizing the nation’ and ‘Energy for our

world’. This obviously suggests that they have some established and tested mechanisms

to manage their risks to generate profit and meet the expectations of their stakeholders.

With the changing business landscape. and with the emergence of the new ERM. the

Middle East Oil Industry is witnessing a change in risk attitude. ERM is not a fad or a

new idea or a management process which is nice to have because some other oil and gas

entity seem to have it, but is becoming an indispensible ‘Business Tool’ now; and is

poised to be one of the top ‘Business Drivers / Value Drivers’ by itself in the near future.

Clear expectations from achieving Turnbull, SOX; capital requirements from Basel
Accords, Solvency; and rating agency's — Standard & Poor’s. Fitch Ratings evaluation
have indeed become the key factor that have led Banking and Insurance sectors 1o
embrace ERM system. But in the case of the GCC 0il and Gas Companies, none of the

stated factors seem (0O have an impact. but it just offers a raft of ‘value-creating

opportunities’ and makes ‘good business sense’ by embracing an ERM system. How far

opportunities are being exploited i these entities are yet to be fully seen. Nevertheless,

the GCC Oil and Gas C ompanies need to embark somewhere in their ERM journey,

enabling them to better understand the aggregate level of risk, allowing them to take risk

With their eyes open, or to mitigate the exposure.

ERM means different things to the GCC Oil and Gas Companies — SOme comprehend it

% Standardization process wherein the ERM is facilitating in standardizing the

®Stablishment of risk assessment across the entity in a standardized manner. This

Perspective is focused on establishment of ‘compatibility’ and ‘interop
d. The COSO ERM Framework

erability’ which is

the
Cornerstone of a standardization process of & standar

Is : e N
*8arded as a de jure standard akin to the variety of compliance initiative/project in the

\Iari
0 . :
% US business processes. The COSO ERM Framework is also regarded as a de facto
Nda ) . . . .
"d which s being embraced while appreciating the existence of other framework
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and also willi
so will onsider the s Con .
ing to consider the same in tuture implementation. Standardization is the
process of establishi .
establishing a technical standard. which could be a standard specification
S[andard re N - e .
test method. standard definition. standard procedure, etc. Standardization refers

oa .
r()' > 2y [ . H ™
pproaches for increasing commonality of part. process or product. This is particularly
<

useful  fi N ; y i i
for Lngmccnng/manutactunng/purchasmg decisions thus reducing non-

evertheless. COSO ERM Framework

conformance/variability in the process or product. N
all process of ‘linking together

acknowledges Integration process through the over
rough a holistic framework’. The robust frame
ting so that the system is able to deliver the overarching

different pr
process th work or system

aggregates subsystems co-opera
functionality. Integration is about value-addition to the overall entity that is precisely

sible by ‘integrating the silos® within the entity. A
us on the importance of ERM, only few of the entities could show substantial

pos Ithough there was a widespread

consens
s ERM is also perceived as Board and Senior Management priority and not

gement priority, driven by a Centralization process, particularly

This perception is triggered due to the

progress a
necessarily a Line Mana
where power was consolidated within the entity.
a new function ‘Chief Risk Officer’ (CRO) which is also typically a position
ed in the corporate/ head office. Nevertheless, the GCC
pected and actual perspective of
t of differences

creation of
from the finance discipline locat
ompanies are far-off from the ex
e ERM Framework, masked by a hos
phase of the ERM maturity model.

xemplified in the

0il and Gas C

Integration as promulgated by th
orate Culture coupled with the

arising due to Corp
Governance characteristics are €

Furthermore. the following Risk

entities aligning with the three themes ‘dentified in the study.
\ ' - .
Standardization Integration Centralization
“Power is spread out across Power rests at a single

source in ghe overall
Business Value Chain'
‘Management Decision is
slower and hence slower Risk

1 [
Power is spread out across
the Risk Owners in the

. BU : T
2\Smess Value Chain

[
M ——
anagement Decision is l€ss

the Risk Owners in the
Business Value Chain’
‘well coordinated

Management Decision with

d efficient Risk Response across the Risk

Proactive and more
€m .,
Phasis is on Compliance

3 to Standards’

§ —_‘-——_—-‘-—'—_———-—-——--'.
WS may be "Management SUPErvises
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quicker an

!
Response’ spectrum

‘More interference from Top




implemented in part and not
in full resulting in conflicts
and contradictions across
Risk Categories’

—

4

Operational Risks with least
interference from Top
Management, allowing them
to reach out to achieve
overall Corporate
Objectives’

Management in Operational
Risks, when they should
ideally be engaged with long
term Strategic Risks’

‘One World Language - with
better Risk Ownership;
standardized Risk Response
but could lack creativity’

“Encourages efficient/better
Risk Communication’

‘Does not allow efficient
Risk Ownership as Managers
may not acquire requisite
exposure and acceptance of
risks’

5  ‘Repression of Management ‘Better Goal Congruence ‘Silo management resﬁlting
Creativity' achieved across and through in conflicts and
out the entity’ contradictions’
6 “Unequivocal Top down ‘Bottom up ‘Unequivocél Top down
approach’ (360° Feedback)’ approach’ .
7 ‘Standardized Dashboard ‘Better analyses and ‘Biased analyses and
indicators of KRIs’ monitoring of KRis through . ,v mvdni't;pifi’ng .leadihbgv‘tp‘: S
integration’ ”'v"'}uﬁreliabl’e KRIs’
8 “Fairly motivated ‘Highly motivated - ‘Less motivated
Management’ Management’ Management’

GCC 0i] and Gas Companies have almos
Str ategies as summarized below

Picked up in the Risk Assessment of the e

t typically
(Table 7.1). but th
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e outstanding risks have not been



UPS . r .
D’smmm PETRO STRATEGIES IN THE GCC OIL COMPANIES J [

OUTSTANDING RISKS J

Jﬁ'i I8 .
E"‘S"gl‘l’(&'l‘;—‘ -":]!(’j‘!"g for early Recovery & Hoping 1o increase Production
" Solic; g10Cs for offshore blocks and onshore deep gas blocks for EPSA
g ing 10Cs for exssting onshore blocks for DPSA
as Impon from Iran

l 1]
EJI'GUH !.‘ Anbitious Production largel vith less optunism from Poliical front
” egotiating performance related contracts with 10Cs
Expand overseas forming international subsidiaries

ccovery with a polential Lo reverse the existng trend
blocks to reverse decline

OMAN: Hoping for syaft R
m Advanced EOR Techniques for existing
m Soliciting I0Cs for New Discoveries

m Extension to existing Concessions
m Developing Gas Projects in Iran and importing to Oman

QATAR: Attracting Interest for rising Production amidst vast Gas Reserves
m Soliciting 10Cs for offshore & onshore blocks for EPSA

= De-bottlenecking for capacity expansions
m Emphasis on advanced LNG Contracting Strategy & LNG Trading

SAUDI ARABIA: | eading the way with vasl Qil Reserves
m Soliciting I0Cs to explore for an upside in the 'Vast Emptiness’
@ Vast oil development plans and expansion projects
@ Soliciting 10Cs for pursuing Gas development projects forming Consortia

ction amidst vast sour as Reserves

blocks for EPSA
g competition in I0Cs

UAE; Gathering pace in 01l Produ

m Soliciting [0Cs for offshore & onshore .
m Reforming the concessions system for improvin

m Developing LNG Business segment

Table 7.1, Upstream

G
Co; ;
o il and Gas Companies have almost typ!
rO"S
t . 3 s
ategies a5 summarized helow Table

layve g o
Ve not been picked up in the Risk Assc
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cally set out almos

7.2 but with difteren

ssment of the

Pohtical Risk - Local unrest
Geological Risk - Declining reserves
Contract Risk: Inability to attract 10Cs

Strartegic Risk - OPEC Intransigence
Project Risk - Cost escalations
Contract Risk - No 10C participation

Strategic Risk - Strait of Hormuz
Geological Risk - Declining reserves

Strategic Risk - OPEC Intransigence
Market Risk - Increased Competition

Strategic Risk - OPEC Intransigence
Security Risk - Terrorism

Strategic Risk - OPEC Intransigence
Market Risk - Increased Competition

Contract Risk - Potential for driving out

enthusiasmof 10Cs

petro-Strategies (Source: CASE Studies)

t common Downstream
{ outstanding risks,

existing Risk Models.



DOWNSTREAM PETRO STRATEGIES IN T
IO S IRA LT LIt :-.n THE GCC Ol f.'i"'i'.-"f"‘ S Ol TANDI
| il il UTSTANDING RISKS

bfzili!,‘."l' st
i1l wx | vyl it al PETETL

) CADAN IO 2100 LAY

A »
kot witl ot Products
(hoots y il Dy T IVAMLA "
i ey
St aledn 21k " |~
0 ol S

B World's largest H voves
e g ydrocracking plant producing | SDULSD specs
e ing Lube Base 01l Plant through Vs

=w Naptha Cracker in the near future

HU\]'} "
W ALT, Bog: 2edi001 3
L. Boostng Retining Capacily with 16ss opumsmiromPoliical front sirategic Risk. OFE G Intansigence

<o oo S AR S
4 I‘(J:ew Refinery under completion
apacity expansions for ULSD fuels to cater to new market segments

Project Risk Cost escalations

| eqal Risk  Host country Conphance

9] *astly exD;
..f'g.'su.Lual_l;r_-gu-_umum while taking the downstreamway Strateqic Risk - Strat ot H
L Eonsimclmg an Integrated Refinery & petrochemical Conplex (‘mhi Risk Nn-n (‘|‘11 . Uflllhi’
xpansion Plans on recently cO i - O it
p tly constructed Refinery borrowings bringing project delays
QA TAR: Conventior mj_uulmmunnm:wmhumaumwﬂ_ﬂaﬁ_umcmm
m Expansion projects on Refini i
: En‘;a o %ojnde i ; ning Capacegg Strategic Risk - OPEC Intransigence
ncing nsate Recovery to PetroChem segment Market Risk - Increased Cor . -lt..l n
arke - Increased Competiion

m Emphasis on advanced LNG Contracting Strategy & LNG Trading

SAUDIARABIA; The Biggest & Growing aiming still higher
m Constructing an Integrated Refinery & Petrochemical Complex Strategic Risk - OPEC Intransigence
@ Boosting Refining Capacity through a New Refinery under construction Security Risk - Terrorism

m Capacity expansions for ULSD fuels to cater to new market segments

UAE side ntial 1 [ d 1 | E

: . . ‘ Strategic Risk - OPE ansige
m Constructing an Integrated Refinery & Petrochemical Complex M ,'rmj ngkﬁ_ mumi(lin(lfg:: H;E:::EE
m Boosting Refining Capacity through a New Refinery under construction ' s

Table 7.2, Downstream Petro-Strategies (Source: CASE Studies)

The tools and techniques used to identify, measure the impact of strategic risks appear to

Vary, depending the stage of the ERM implementation. However, corporate attempts to

ideny: - SN : ' ide E
entify and manage stratcgic risks while integrating them nto a corporate-wide ERM

fr,
d : < i . . ¥ =
Mework is an area that needs greater focus in these entitics. While the GCC oil & gas

entjt' ! :
1es acknowledged the benefits of ERM implementation are increased management

dge
Ountahil; : ¢ saiils % 1
tability, better governance practices, greater managerial understanding of and

%

Sen )

Iy SUs about corporate strategy: the chasm between Petro-Strategy and ERM Strategy
DDar

) th Ntand greater understanding of strategic risks and npcratmml risks is paramount

s
UCC . . . !
ess of the overall ERM implementation.
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GCe
i 8 11 :
AT i \ . A g : * : '
(. I Gas Companies have tour common and principal Corporate Objectives v.c..
lll’]}nr;” § R, -
¢ Social Responsibihity, Profitabihity, Operational Excellence and Sovereign
Res )
crves nle
Replemishment. The charactenstics that drive these corporate objectives are

depicted in F1p 7 1

L] . <
From the Reporting Financial pomnt of view, the

value® (Power. 2004: Dickimson, 2001, 2005, Lam,

‘Profitability’.

e From the Operational point of view,

‘maximization of shareholder

2003) is directly hinked to

the excellence models in terms of ‘wrilization

of state of the art hydrocarbon technology and skills’ arc directly linked to

‘Operational Excellence !

linked to the ‘Sovereign

Reserves Replenishment’ with
with the

utmost co-operation

Government and Rulers thercof.

It must be noted that the long

{erm cconomic prospects are not

to financial

linked

essentially
figures, but with various win-win

relationships within the (Arab)

society and the grand stratcgy of

the National Depletion Policies.

° 2 ’ . .
From Social point of view, the

1 .
trusteeship ~ between social

groups and the value creating

hati : v o linkec
@onal oil company’ 15 linked

to .
the  “Corporate ~ Social

Responcinir e
SPonsibility’ cextending itselt

fu
rthe " . .
i terms of environmental

-

PRINCIPAL CORPORATE OBJECTIVES

From Strategic point of view, the ‘long term prospects’ of the entities is directly

CORPORATE SOCIAL RESPONSIBILITY

e Sustainable Employment to Nationals
Subsidized Fuel for Local Markets

o
Qo Supporting Community Welfare & Upliftment

e Leadership in Environment Protection
e Engaging Local Enterprises in Businesses

SOVEREIGN RESERVES REPLENISHMENT
o Meet expectations of the Govemment | Rulers

C>o Preserving Assets and Resources

PERATI EXCELLEN
o Meet expectations of Customer
e Attracting & Retaining Skilled Manpower
@ Meeting Local & Intemnational Demands
e Achieving Safety, Health, Environment &
Quality milestones through appropriate
technologies and Staff

PROFITABILITY

ectations of the Government

o Meeting exp
th reliable Cash Flow

e Providing Govemment wi
¢ Retums to the State

e Maximize Economi
C>o To maintain and grow Market Shares
e Setting High Performance ensuring Long Term
Benefits to Stakeholders
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protection.

All th .
above view points have the ‘Compliance view point’ interspersed in their

busincss efforts.

However, from Risk Management point of view, one of key objectives in the GCC
upstream value chain is “Sovereign Reserves Replenishment” and in the GCC
downstream value chain is *Operational Excellence” as refiners have a overwhelming
operational task of honing its capability to treat varying crude slates while guaranteeing
exacting product slates. The ultimate of goal of ERM is to help management in achieving

Corporate Objectives (Dickinson, 2001) through appropriate Petro Strategies across the

business value chain.

Corporate Objectives in the GCC Oil and Gas Companies requires a joint initiative from

Financial. Technical and Strategic Planning personnel while Internal Audit provides

comfort to Board on the decisions taken by the above disciplines. However, in the GCC

oil entities. all risk management functions is predominantly tackled from financial

‘ve and also the position is undertaken by
behavioural, individual risk preferences, psychological

exactly commercially run,

perspect finance personnel. Findncial
perspective does not consider the
e GCC scenario, most entities are nor

and social aspects. In tl
e Social Responsibility: nevertheless, the

¢ burden in terms of Corporal

but have a larg
ce loss due to potential surprises and exploit

Ultimate objective of ERM is to redu

there is no co-relation between the Petro-strategies being

OPpurtunities. However.
as the entities have not actually considered ‘management

Pursued and the ERM strategy
in the literature. They have not

o ] » L . . .
F all risks in a holistic framework’ as espoused
e Petro Strategies seem to even trigger

ace . Lo .
omplished an out-of-box thinking as some of th
edit Risks and

Qer L . . e .
Rin immeasurable Project Risks. Contractual Risks. Strategic Risks. Cr

*gal R s
Risks. CASE examples include the following:

s ~ . P M M ' ISPPROQP
An upstream entity pursuing @ typical Petro-Strategy aiming 1o INCredse
PmdUCIion may have contractual clauses 1 the Production Sharing Agreements
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tha : e g . .. .
tmay not be attractive enough to encourage 10C participation (or) may even
have ; crial § . ) .

e a potential for an unstable Commercial NModel atter Discovery phase, leading

to Exploration Risk and Contract Risks.

*  Similarly, a downstream entity pursuing a typical Petro-Strategy aiming to build,
say an Integrated Refinery may opt for non-governmental borrowings (semantics
for external project financing) may find itself without sufficient asset backing for

collateral leading to Credit Risk and Project Risks. The Risk Propagation in both

the above examples can be further acerbated due to disjointed Risk Governance

Framework entirely defeating the entity's ERM strategy of addressing ‘all risks’

consequently.

Furthermore. the spirit of ERM and its impact in the entity is not articulated through the
Corporate Objectives. Values, Mission and Vision statements. While the entities take
considerable pride in their business and technological expertise (Valderie er al. 2006).
unfortunately, ERM is regarded as a *Business Tool’ and not as a ‘Business Driver’

which is attributed to the weaknesses in Risk Communication and the Corporate Culture

GCC Oil and Gas Companies, similar to the Insurance and

in the entities. In fact. for the
al Corporate Objective as well as

Banking sector. ERM should be regarded as the Princip

the Business Value Driver.

racteristic of the GCC 0il and Gas entities is the fragmented role in

Another typical cha
and Operator Function. This has lead to a

Policy Function. Regulatory Function
Uisjointed Risk Governance Framework. which is not favorable for an effective ERM

antages through synergies b
gic Competitive Advantage

im . - din
Plementation. By building on adv etween the building

bl
0 , .. .
¢ks of Oil Governance processes, entities can attain strate

ang
e .
fective Corporate Governance.

0
are self fulfilling that includes Corporate

Ving forcec . .
orces for ERM implementation
Initiative of Board of

Oy
nce L ‘ " CE | Business Practice
birec » Leadership of C Q. Good Busines ¢ .
lorg o
* and Internal  Audit Recommendation. Corporale governance  Ssucs are
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and they :
¢Ir continui ' "N\ : i
ity In the case ot Middle East oil companies, leadership of CEQ coupled

with B .
oard inibative ake i i
atives make Audit Recommendation casier 10 implement, in the case of

ERM: ki
Miakin to a caus i
g : ) . L . :
‘ e—and-effect scenario in management decision making (Burt & Van

der e
el dL' 2] 2 et 2 1
) jden. 2003). However. too many Audit Reviews exist in upstream and
ownstres S INCSS 'S ‘
am business processes that are rendered by external and internal parties. Several

external audits are cove : < :
| audits are covered in refinery operations. finance. IT. legal. geophysical
gal, g yvsical,

labore i i
atc ! AL TN . s " - - - M b I -
tory, reserves estimate, maintenance. reliability, apart from the usual Environment

i soes B
Health. Safety and Quality audits. In a scramble to comply with various technical codes

s, many silos have been created in the GCC Oil and Gas Companies in

and standard
external assurance providers. Many of these silos have

terms of risks and compliances by
Lwpical i .
ypical risks and are based on same underlying data, thereby duplicating internal audit

efforts. iti ili i i
2 ffc Furthermore. the entities utilize silo type risk management and try to practice

ERM within the broader scope of a specific disciplinary silo. The various disciplines

while contributing on ERM. bring their own silo histories and experiences (Aabo ef al

and believe that they are the most salient business perspective, and

2005: Power. 2005)
2005). This

Kioman. 1992) and alter each other’s opinion (Skipper,

try to take control (
Risk Communication. While

implementing challenge ...
with any emerging topic, a major
and Gas

leads to the greatest
onsidered to be a challenge
orporate culture in the GCC Oil

middle management.

communication is often ¢
personnel attitude
e staff, mostly in lower &
de of middle management

Impediment 1s due to and ¢

also include expatriat
e is descent in the attitt
or Management priority.

Companies which

Thic ; . ,
his is one of reasons wherein ther

level. :
Vels and they presume that ERM is only a Board of Sen

Zterdisciplinary background or a Risk

ith a broad 0t
will fill the gap in effective

Fy
It
hermore, an astute CRO W
nembers that

rdisciplinary !
nificant implementi
b-culture (Mclkenna &

Co
Mmj : L
“Mittee with appropriatc INt¢

ng challenges can be

Isk
Communication. Most of the other SIg

a[tr.
lbut

e L ‘ - 7‘ o
tech d to limitations in exisung Corporate Culture and su
02) across the existing value chain.
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“h.l|5l relativels less attention is given to ERN pertormance metries, all GCC Oil & Gas
®Mlities have nevertheless established a Band Score methodology  comprising of
aggregated financial. operational and compliance risks. Most score did not secm to
address the strategic risks as it is further corroborated in the gaps between ERM Strategy
and pursued Petro-Strategy. The above Band Score is derived from an Impact /
Likelihood Analysis across the risks identified in the various business processes. Various
sub processes use deterministic metrics in processes like reliability engineering, plant
performance. field services and maintenance. project management and finance: grossly
ignoring the soft measures for pursuing a Pctro-Strategy. Unification of risk metrics
across the value chain is an operational challenge in itself for the GCC Oil Companies to
break the silo type management thinking. Furthermore. entities lack a mechanism to
recognize the soft initiatives and motivation for managing prudently while mitigating a
risk or exploiting an opportunity via appropriate incentive schemes.

More prominently. the existing risk models did not fully align with the Internal Audit
focus and the Petro-Strategies were weak in identifying and exploiting lost opportunities.
e revisited at intervals rather than being a contemporaneous update as

Risk models wer
a dedicated ERM function in the Risk

these entities had an ERM process but not

Governance structure.
¢ that such risk models recognized (ransient conditions in business cycles

ening Recession ' This has t
Global Business Risks according

It is imperativ
like the new business risk — ‘Deep

which is also the top 10
ading firms like the NOCs of the

riggered a new risk —

‘ .
Business Model Redundancy’

0 a recent 2009 E&Y Report. This could fore
and the Risk

e le

' i ~ uctures.
Midgle East to reinvent their Petro-Strategies Governance struclt

¢ the five research questions:

T

he . . .
foremos objective of this academic work is t0 answe

g . e
he detailed analyses of the CASES reveal the following:

1g of ERM is fairly inconsistent
rably differs

1, ) .
This study demonstrates that the understandir
iJe the perception conside

Within the Middle East Oil Companies. Wh
Yerent disciplines and

fr ' - > \
M one organization to another and also between diff
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-~ Yy IL l J l[ 1 ) i

Executiv
Xecutive Manageme 1071 i
fanagement priority to achieve a robust ERM Framework

1o

This s - identifies the ionifl

[:rul1l:ili:-:klfjhl]:ltlbf‘lhdl ll:.: ‘mo.«?'l sngmhca'nl driving forces to develop an ERM
| . in the Middle East Oil Companies are self sustaining by virtue of the
.slrong interconnectivity between the emerging drivers in the Middle East oil
industry. The most significant motivators being identified as Corporate
Governance. Leadership of the CEO, Good Business Practice. Initiative of the
Board of Directors and Internal Audit Recommendation. Other outstanding

motivators influencing are Market Competition, Changing Risk Landscape
b

Investment Community Pressure and Brand Image

3. The study finds that existing ERM Models in the Middle East Oil Companie
spread from a stage of “completely established framework’ with potential fo te i
effectiveness of all components of the ERM Framework, to a stage of i)einsg
‘under construction’ with pilot project and testing in progress. Internal Audit Plan

necessarily derive their *Audit Focus’ from the Corporate Risk Register

does not
s also not fully aligned to the ERM Strategy. The

while Strategy Development i
f the risks is entity-specific
os thereof. Furthermore, there is no scope for

materiality 0 and has a strong relationship to Corporate

Culture and management eth
ng the ERM Framework ' across the
r. However, there

-Benchmarki entities as risk preferences vary

e organization 0 the othe
f the framework is the big

is credence to the fact the

from on
gest challenge betore the

initial implementation 0

1 its full pote gas entities have already

process can reacl ntial and these oil and

embarked in their journey in ERM system.

ation challenges:

ing implement
are "Risk Communication'

4 : e .
+ This study identifies the tollow
ral Challenges

a) The two most significant Structu
amework and a 'Lac

cultural barriers and disjointed

in terms of a consistent fr k of Risk Awareness at

Board level® which are primarily due to

Risk Governance F ramework.
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b) T
I wo ienifl
. most significant Operational Challenges )
e e ges are ‘Determining the
d sk Awareness at lower echelons’ which are pri :
ue to cultural barri 1 e
Aricrs work ] '
arriers, framework perception and descent
e amongst lower
¢) The two st signif
most s ant i
N signiticant Technical Challenges are ‘Data Accu ’
‘Risk Measurement’ ich i m e
s ent’ which is pri i
imarily due to the i
\ e ignorance associ
ciated

return scenarios.

5. yl‘h > st d 3 ishe i
¢ stu y Cslabhbhbb that thc mOSl Slgnitlcant RiSk Metl‘ic in the Middl E O

from Key Risk Indi
n L .
y dicator (which drives the Operations/Business Value Dri
rivers) to

l M .. .
bd

metrics withi ious ri in si
ithin the various risk management in silos to a unified risk metric can be

viewed as an emerging challenge for these organizations.

Conclusions
g of the nature of ERM

he level of understandin

udy concludes that t
¢ various sections of the entity.

ntities and across th
ach and it is dominated by a single

In summary, the st
varies significantly between GCCe
erdisciplinary appro
capabilities not only
so to be a Specialist with a

collaboration

Effect ; ‘
ective ERM requires an int

disoir: -
Scipline in all the CASES. ERM requires
n value €

to be a Generalist in

hain, but al
ks. It requires the
man Resources,

term
s of understanding the hydrocarbo
portfolio of ris

IT. EHS, Quality, Hu
the paradigm shift.

fo
Cus . .
0 .
o n risks to develop and manage &
m T .
echnical, Strategic, Finance. [ egal,
qre necessary for

which
nd the risk governance

, and as well as Plant Securitys
r value models a

erg'

g t

o 8 through convergence of (he shareholde
anagement.

els ]
ead; .
ng towards corporat¢ reputation m
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It i
S acknowledge
cdged by many scholars that ‘anonymity is believed to increase the

'e‘ 0('" ! ’ Y
J. ()l ll > 1 1 S\ ’ e AN Y S 0 [ S

inconsj i
sistencie . . .1 -
ics between the ERM Framework as espoused in the literature and the

eXisting risk e i - : .
, ¢ risk models in the Middle East Oil Companies. The recommendation tor the Best
racti ) ‘- . . -
ce Approach along with a practical and region-specific Action Plan for successful
ERM o : . : )
M implementation in the \iddle East Oil Companies is presented in the tollowing

section of this report.

7.1 Recommendations for Best Practice

The next objective of this academic work is to recommend the best practice approach for

successful ERM implementation in the Middle East Oil Companies.

straightforward, its implementation in practice is not. A lot

Though ERM is conceptually
oil and gas entities in the Middle

ogress is needed before many

mbedded in their organiz
capability and tone at the top

more investment and pr

ERM is strongly ¢
yisk management culture,

ations. In particular, the less

East can claim
cts of ERM 1.e..
d than the functional structure’

the complexity

tangible aspe
of the framework. Furthermore,

was rather underdevelope

cture of the framework. of ERM at every level is also

in the functional stru
1¢ many tricky questions—
determine the univer
ritize the most important ones”?

e the risk?

daunting. raisir
se of all risks?

How does the entity effectively
* How does the entity perform an assessment L0 prio
a system of controls that effectively mitigat
e working at acceptable

e business?

*  How does the entity design
levels?

] ) o ]
How does the entity make sure the controls ar
i[v functioning of th

e all of this into da
nd which oil and

he GCC states arou
¢ Drivers that are

* How does the entity integrat
| Governance of t
The region specific Chang
are suggested below. Like many things

-~

Cre . :
are certain givens in the O!

8ag
en it Al
. lities (CASES) operate currently.
. POnsjbla . . E
in ble for developing besl practices 1 ERM
ngyy, N
&ement theory. it is casier said than done.
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Moving
ro irlyv C ; i
‘n] g from fairly Conservative to Advanced Risk Strategies
¢ study has
A : res s N . . . . . N *
evealed that the risk management strategies of the region’s corporates

re uin fui
m dlrl\ Co . e e . ..
. nscervative t()Lll.\Cd on lhl.' d()\\ HSIdL‘ of l'lSk. A IOHL’ hilbil Of not thinkin" d

thing :
WTONY ¢i1ves it et 1 : 1 1
\ g gives it a superticial appearance of being right. This outlook is best revealed
aSl c . o . . - ! .
entities place f s e i itigati
¢s place far more emphasis on risk mitigation and preserving value rather than

addin R .. K . . e .
g value and using risk information to gain competitive advantage.

ER) ae the : .
M has the potential to provide an cqually strong upside as well as mitigating downside

exposures (Ward, 2006). The upside is optir
using risk information to gain long-term competitive
hift to exploiting the upside of opportunity and the less-tangible
te Culture (risk culture) and Risk Management Capability.

nizing opportunities to add greatest value and

advantage. The emphasis on ERM

should gradually s

aspects of ERM i.e., Corpora

Risk Culture is the DNA of the organization and therefore a strong risk management
o

culture is fundamental to the success of the ERM.

Id be borne in mind that ERM represents a starting point. Just as the concept of

orate Governance. New challenges will arise, and with
1at is the very nature of risk —
Middle

It shou
risk has evolved. so too. is Corp
proaches 10 managing risk. In fact, tl
involves uncertainty. That means the
Corporate Governance as

them will come new ap
it is focused on the future. which always
East Oil and Gas Companies will need to adapt to ERM and

W risks and uncertaintics.

their methods respond to ne

the company’s attitude toward

A strong risk

CEO’s Alter ego

The study has also recognized that on
ecutives’ attitude
op’ driving everyd
s can be classified

e way 10 determine
s toward change.

]‘isk . .
is to look at the senior €X |
ay behaviours of

My .
Nagement culture requires the right ‘tone at the t
o front line staff. (-suite execulive

while dealing with corporate change

Peg I
. Ple from the board level o th

lnt
(Table 7.3)

2004).

0
One » .
of the three categorics.

ang
ge :
ment (Musselwhite & Randell.
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QOriginators
p %
refer chonge thas challenges

turrent assumplions and
beliefs,

Pragmatists

* Prefer chonge thal oddresies

current and practical problems.

Conservers
Prefor change that Is measured,
gradual, and well thought-oul,

They like change that can be

s When they baelieve the chenge

Tho' I’I 8

¥ like chonge thet is hos merit, they can effectively implemented without creating

0x " t i "

Pansive in nature and thot moy bulld support. chaos or stress on erganizational

chal g o ' .
hallenge current orgenizationcl * Pragmatists can find the best systems.

n [ t : ' . £1

orms, attitudes, and operating leverage points to initiate * They also prefer to preserve the
LATT o .

systems. change that generates parts of the organization that are
They're good at initiating change immediate benefits. working.

= Conservers are good with

but may lack the skills needed 10 * Pragmalists are good in tactical

effectively implement. control of the solution. follow through and detail.

* Originators like change for the

sake of change.

Table 7. Source: Musselwhite & Randell, 2004)

3, Behaviora'l Characteristics of C-suite Executives (

From the above description of the three groups, we can understand the chasm seen in

adopting organizational change towards effective implementation of ERM - framework;

and the following correlations can be made on risk behaviours.

o Originators tend to enjoy risk. possibly oblivious to the consequences.

o (Conscrvers are less comfortable with risk and are ever-aware of the possible

consequences.
assess the current situation and the appropriate level

o [Pragmatists can realistically

of risk that is justified.
3 YA Th j ST ERTEIN 5 2 &Y ay 'I q
The consequences of these behaviors and the role cach of these types of people play In
| . ean initiate the risks necessary (0 create
smart risk culture can be viewed as - Originators can ‘nitiate the risks necessary {
c =
oes: Pragmatists can ensure the
the innovations needed 10 respond L0 market changes: | ragmatists cai

- o Conservers can ensure the
NCcessary steps are (aken to achieve the desired outcome, Conservers cal

o B Vo d b . C . .

' oo fT ioks associated with the
Sstems are in place to protect the organization from undue risks associe

-~ C e P

L L

Cha“ge and 1o force the question- why should we do this:

can be attributed 10 misunderstandings

{ of the conflict
these change preferences.

B

as

“don the CASE analyses. mos
] ’

hq and —anong

negative  perceptions  between |
ue 1o vartous

suite executives d

i GCC Ol and  Gas

|

Oty .
I N . " 5 .-,-' i (
lhstandmu the changes In Board members and

I‘Qas :

i y structure
ESpecially  due to LIIS_]UIHIL‘LI g ‘

gvernance
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ambiguity

Creati i
ting a contagious commitment to ERM

{ that there is a signific
¢ re is a significant chasm between the proponents of ERM
LN

“]L‘ Sllld} has revealed
Os. >menti - =~
lmplc.muumu ERM has taken many shapes in th

A 2]

nd the players in the existing sil
CASES. S
SES. Some hav : > per i
ave only one personnel in charge of risk. under the acgi f
.)v',, . * ".,VSO‘ -‘.‘
Fxecutive; while others scem to employ a team e
According to Gladw
ell (2 i
(2000). Law of the Few is based on three types of people i
in an

entity — g )
y — Mavens, Connectors and Salesmen.

s consistently turn to for advice and recommendations

gurus to whom other
one. They connect people

o (Connectors arc people who just seem 1o know every

from different groups who woul
ility to persuade. and they

d otherwise not be connected.
o Salesmen have the ab are driven to persuade when they

really believe in something.

[e who have these
s while creating a contagi
iembers in a committee
isk Awareness and

A very few peop skills can make a huge difference to their organization
in how/if a business idea spread ous commitment to it. One of
s getting the right nix of n chosen to

phasis on enhanced R
Transparency of the entity

th : C e
e primary requisite !

i . . .
Mplement a business idea. This leads to the em
and enhanced Risk
| to the front line staff. This

ation of the Middle East Ol

ith the members,

Rj
sk Communication W
d from hoard leve

and p:

Risk Ownership being advocate
in the ERM implement
qually should be mo

anies to raise the visibility of

th
aract e . .
eristic is especially vital
re transparent

cc in ERM. they ¢

om
Panies .
ies. As companies invest mo
r comp

b
important way fo

sk, Thic ;
. This is because onc vEry
qnization is to be

th

e ,.»

Sk discipfi . : o o tranenar
ipline and cmbed [RM in their Or& more transparent
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inlcrnall
voand entern: ‘ '
sternalls «Ward, 20060 An open disclosure and commitment can be a

Powerful drj :
£ river and cony ince other stakeholders ot the ERM credentials
: o 0 \J . ? ) 3
) SJour players’ game  Board of Dircctors, Internal Audit Team, Excecutive Team
4nd the Risk ¢ i |
Sk Committee (Marcus Evans Conterence, I ondon. 2007). Corporate fluency

With the law of S .
1 the Jaw of the few is twotold (Shapiro, 2003).
. .l. > 1 > 1 LY . . -

First it requires understanding ol the mavens, connectors and salesmen to spread

change in the Oil and Gas entities.
Second it involves identitying who these mavens, connectors and salesmen are

organization and getting them into the advocate pool in the Oil and Gas

within the

cntities.

with the right mix of members possessing an ability to create

Risk Committee especially
ommended for better implementation of ERM in

a contagious ERM commitment is rec
the Middle East Oil and Gas Companies. Furthermore,

create shared beliefs, shared boundaries, effective decision
2008: Simon, 1994). Infusing an

leadership voices should help
-making processes and

offective change management processes (Brewer,

) shared beliefs includes reinforcing the
It is recommended that Risk Policies and
owledge and incorporate the

e East Oil

entity’s mission, ethical tone,

organization witl
and employees.

g Audit C harter should ackn
e ERM framework in the Middl

and attitude towards risk

Mission Statements includin
ERM initiatives Lo drive the effectiveness of th

and Gas Companics.

0il & Gas Sector

ramework in the
between the players of oil

U"eQUivocal Governance F
gnificant overlap

d that there is a sl

T
he study has revealc
isk Models.

0 , e e
S0vernance leading to ambiguity In the R

distortions and inefficiencies in the

cant number of
imarily due to poor

East have been pr

Acsong; )
“ording to Askari (20006). @ signifl
ilous due 1O OPEC

uSin . . .
% ®ss indicators of oil exporters 1 the Middle
ity o erbated and nebt

governance. getting further exac

r .
anSIgenCt:
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Middle I i
ddle East Oil and Gas Companies.

Paradigm shift in Internal Auditing process

This study
o . Ll nQ wy e’ i - - . -
dy has revealed that Internal Audit does not play an active role in the ERM
) e

implementation. Internal Audit can play
gement but only if it is up to the challenge an

s of the Middle East Oil and Gas entities.

a unique role in this exciting new area of

corporate mana if i
d only if it is empowered by

the Board of Director

Auditing can only participate effectively in

it probably gocs without saying that Internal
gm shift from ‘Compliance

tation of ERM if it has embraced its own paradi
Based Internal Auditing’ (RBIA). It is important for the

and the value-adding service through RBIA.

the implemen
Based Internal Auditing” to "Risk

2qst Oil and Gas entities to underst

Middle |
e need for an efficient tool

proach addresses th for reporting and

Embracing this ap
monitoring risk.

s from Audit Recommendation. However the

mes not from mere audit

Plan through

most CASES come
eness of ERM co
¢ is driving the Audit

The genesis of ERM in
and effectiv
rate Risk Registe
oxs Objective \

recognition. importance
{ when the Corpo
Business Proc
s studies by A, W
nd risk managemel

reCOmm 3 At .
endation: bu
‘Scope of Audit’ and

a ! p '-: s
sharp audit focus On appropriatc
several previou

hether by coincidence

Review of Risks'. According 10

arred for both in at. and
d on parallel tf
|d problems: bot

5. and both

Or N ) . . .

hot, paradigm shifts have occ rernal auditing a
o business wor acks. They share much n
oking at very 0

and FRM effectivenes

the
¥ are progressing through th
h can result

Co

inn:,mo.h — both offer a new. modern way of lo

Doi:tgnlﬁca”t improvements in business efficiency , e

ne the way (o the future of coping with the ongoing problem of managing for
ertaimie&

330
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commitment goes a long way in managing the RQ

h (to parallel the Top-Down)

A pragmatic Bottom-Up approac
nitiatives; the study has

M in most CASE

q tension in terms of
& Reding. 2004), some believe that

o uphold ERM.

The genesis of ER S also comes from Board i
r : . .
evealed that most CASES have accountability. While Board
e T .. .
sponsibility should be limited to Oversight (Sobel

itis R, : : .
Board/ Executive Management S responsibility t

10t be done from the top alone. It must

ging cost or revenue, canl
Ownership is required in

Mana : . .
ging risk, like mana
e.. better Risk

3
Own ‘
the M €d by the ones closest to its occurrence |
id _ '
dle East Oi] and Gas Companies. Ad

St
{ bottom-up S

Ab]jeh:
Shlnx o . .
fu"ct g successful ERM through
mmended. This should

dressing the challenge of change and

. q series 0 teps that build on existing
ilities (Mosaimani. 2008) is reco also not be seen
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4 replac;

ilu L.pldLln'g-' ! lnp-du\.'.n ;!!‘I‘l\‘.ich [his should be scen as acting in P;ll'&l”L’l N an
Fatis s . ‘

\‘“:]l]l\u. mutually re-adjusting and remmtorcing manner. o develop such a process

;m .(lc East Oil and Gas Companies must have appropriate Incentive schemes (o
Wvate o bottom up process, improve  Lransparency and communicate uncquivocally

lhc Ii(). . .
I - I DT e . . o R .
I's Risk preferences to the front line statl, Extending the risk assessments and

Inteprati
r . . .
grating Internal Audit  findings s the next practical  step  towards  better

Implementation.

n contrast to the Board of Directors who owns the Corporate Governance process

Management owns the ERM process. Using a combination of a top down/bottom up

approach is recommended as risk can be appreciated at both macro and micro level
Business decision can then be made confidently based on the corporate risk appetite. This

approach also ensures that there is no gap between the Executive Management and Board
-~ (2

of Directors’ perception of the ERM and the business reality.

Embedding ERM with Strategic planning process
SES had a noticeable difference by implementing

The study has revealed that the CA
ather than a reactive approach.

a proactive focus on risks r

ERM Framework. which is
lity in various business processes along

including improved accountability and responsibi
the value chain. However not ¢ considered and there was a significant chasm
between the Petro-Strategy being pu
hanism to communicate tl
a consequence better aligned

all risks wer
rsued and the ERM Strategy being implemented.

he Risk Appetite and Risk

This leads to suggest a hetter mec

Commitment is paramount 10 Risk Assessment and as

S
rategy development.

Re N : ‘. .‘ i Kd
arch on high-performance companies has provnded valuable insights about risk
rna i v r -. L
"agement, One of the challenges facing management teams is how to link Business
|y © .
N snts show us strategy and risk
and ERM (Frigo. 2008). Recent global events show us that strategy an
otecting shareholder value.

Angy
ger : o o
nent must he closely linked to be effeetive 1R
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Risk ¢ '
Mmitment to consider cross-segment rish issuces and interdependencies to help

enlernrice ree . C . ) ; . . . . .
Prise remediate significant risk issues s critical to attain the ERM maturity model. A

cle; ot e . . . . . . . NETNT
arly articulated Riskh Appetite with clear Risk Prioritization and interdisciplinary

Coordinati . . . . ~
rdination is recommended to achiese Goal Congruence between Petro-Strategy and

Risk Strategy in the Middle East Oil and Gas Companics. Several studies (Moody, 2005)

have concluded that as carly adopters begin to complete their ERM implementation, they
are finding it critical to integrate ERM into the firm’s strategic management programs.
While the initial steps towards ERM implementation is aimed at compliance to the
framework and governance issues. in order to build on a sustainable ERM function and a

process. firms must now incorporate ERM into the strategic planning process. Evidence

suggests that some firms have realized that ERM is more than just a defensive strategy. It

properly implemented, ERM can be equally an effective offensive strategy that can

provide a plethora of competitive advantages. Several professional bodies have identified

that emerging research topics are in the exciting area of integrating ERM with strategy

development.
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1.2 Supges .
ggested Action Plan for ERM implementation

In
summury '
"'-th'() 1 Y Teoart [
Howing region-specific and practical Action Plan for the Middle East
- ¢ Eas

()'I 'l'](i ( . . . . . .
\l ( lll ] Y < l" o ‘ h r . l ‘ 4 l‘] l() l M &Y “) M | Il"] ll A l‘ .
[ [ l]lL Lcll\ l in ‘(, . . . S A
. N B . . [§ Ll Il C

framew ork.

I, Insu '
. “ivate better Oil . .
gate better Oil and Gas Governance framework in the 0il and Gas Sector and

aimed at better Corporate Governance, t
ablished integrity. ethical standards and

push for reforms
o cnable operators to

design a robust ERM Model upholding cst
est between policy maker,
e that fosters a Management Philosophy which creates

without conflicts of inter regulator and operato
r.

2. Assume a Leadership styl
and infuses shared beliefs that enable organizational change and innovation in

nagement.
e and the advocate pool using the best mix of

doption of ERM best practices across ever-

terms of enterprise wide risk ma
Form an effective Risk Committe
personnel who can lead to significant a
wider circles of organizational personnel.

4. Embrace Risk Based Internal Auditing whic
th controls based auditing and basi

h is the current best practice, which
has superseded bo ¢ compliance auditing, but
aintains elements of both. ’
it Charter that declares the
usiness areas as identifie
p a more comprehensive f
1€ process of risk identi

measures. This also

still m
alignment of the ERM for addressing
d by ERM and highlight any

isk model or risk

Establish an Aud
t Focus on critical b
eof. This will develo
itate and enhance th
ropriate mitigation
egies and ERM Strategies and

n

the Audi
potential aaps ther
urn and will facil

nce setting up app
fween Petro-Strat

fication

register in t
sessment and he
nitors the gap be
nidentiﬁed.

and as
highlights and mo
reof which gou
rnal Audit Plan
designed to ren

rate Risk Register thereby

any risks the
surance as to

6. Develop 2 strategic Inte using the Corpo
qudit coverage der independent as
[¢
arrangements.

1o the ERM initi
line as a Busines

ful tool because

having a prioritizcd
isk management
re. by declarir
r Risk Discip
eness is 8 POWer

ative in the Company S

the adequacy of ¥
s Value of

k-f‘ocuscd cultu
ments t0 foste
SS. Risk Awar

7. Promote a ris

Vision and Mission Staté
etter awarent

ompany s approach tend to self-align.

the entity leading to D

| .
Ncumbents who undersland the ¢
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8.1
. Introduce Inc )
ncentive scheme for ,
pa cheme for improved Risk Ow nership and promoting B
‘D APPrOAc . - ng Bottom-
pproach whilst retaining the Top-Down approach ) o
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and corporate reputation.

damaged corporate integrity
nveying a threshold for material risks for

10. Set out a Common Risk Language co

¢ across the upstream and downstreat

etite i

petite 1s openly expressed. Furthermore, this should also includ
ude

processe
n business value chai
Board's Risk Ap ain, thereby

a commo i i i Y inci )] S
n lnvestngatnve olic for incidents & a commaon Incentive Polic a
P Icy (

oppurtunities as well.

FFinallyv. at 1ts most mature phase. ERM is much more than just compliance hazard and
ward. 2000). While there is a mandate on these

agement technique (
r or enabler, facilitating

adverse event man
RM should be viewed
portunity and risks: T
petitive advantage an
1 from ERM Framework is an

ound basis for

as more a Business Drive

essential tasks. E
on of strategic op ealizing opportunities for gain and

ing long-term com

the idenliﬁcali
d value creation while

and driv

minimizing 0sses:
s key Value D

otecting the entity’ rivers. [nformatiol

o oil and gas €0

also pr
| operations and a S

important adjunct { mpany’s norma
business surveillance process:

(both risk and opportunity)

ging uncertainty
s builds business

but nevertheles
RM framework can

As much as ERM is essential to better mana
a . . . ~ . e ‘ 4 al
nd optimizing performance. it is not @ panacea.

el designe

d or mature. even the best E

l‘esi .

lience. No matter how W
qssurance th
reams protec

future.

any’s strategl

at the comp
hecause N0 Pro

ted. This 1S
At the same rime. there are

On| .
Y provide a reasonable
cess Of

d revenue st

a.ch-
ey .

ed and their assets an
about the

Sy.

Stem |
im: can provide absolute certainty

It ' vx’l' A/ < .'. S \ be
Uons inherent in all nwnugcnwnt processcs and certamn events Will simply
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Oulside o1
¢ ol managvement’ . :
agement’s control. However, it Joes not mean to imply that ERM will

freq -
uently il Rather. anplhi . -
v fail. Rather. applicd holistically and ettectin cly implemented. ERM tramework

should
U Cne . . . - . .
cnable management in the following:

. e : .
Balancing opportunity and risk

[ ] . . e . ) . R R .
F.nhancing and protecuing the entity s reputation

L . ’ X . . N M M .
F.mbedding continuous process of improved decision-making and performance
nvironment with fewer negative SUrpriscs

e  Promoting an ¢
a number of interrelated components that

Building that framework nevertheless requires

work in harmony and iteratively, evaluating transicn
ith the appropriate Petro-Strategies & Risk Strategy. and

t conditions, support commitiment.
execution, goal congrucnce W

y of ERM as an integrated risk management framework in the oil and gas

sustainabilit
centities.

erly implememed, ERM initiative in the CASES will mature over time from

¢ imperative with the ultimate goal of impr
uce results from risk elimination to

If prop
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