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Abstract

The physical world is integrated with Internet of Things(IoT) and computer systems that

collaborate with each other to operate smoothly from remote areas. The environment is
monitored with sensors and the data collected is analysed for decision making.
There are several devices equipped with sensing and processing devices. Such devices enable
monitoring and controlling of various data collection devices. Healthcare applications do
find wide usage of IoT for monitoring and attending patients located remotely and providing
emergency medical aids to those who need it remotely. Availability of IoT devices has led
to flexible scalable and interoperable solutions in wide areas of applicability. The devices
exploit the potential of cloud storage to manage and store the data which is used to enhance
the utility of services from where it has been collected.

The existing research and industries have come up with many architecture and tools (hard-
ware and software) in order to provide support and impetus to IoT. There exist compatibility
issues between the devices and implementation of applications so there is a need of new
solution to easily control different kind of smart devices. Developing a new communication
method that is capable of ousting these issues is needed and is demand of current scenario.

There is a requirement of one or more communication protocols between several devices

for message passing and information exchange. Protocols are designed to operate in low
bandwidth considering the limited resources of IoT devices. This also resolves the issue of
unsatable communication and high latency networks.
Several sublayers engage and interact using the different communication protocols are Mes-
sage Queuing Telemetry Transport(MQTT), Constrained Application Protocol (CoAP), Zig-
Bee, Extensible Messaging and Presence Protocol(XMPP), Advanced Message Queuing
Protocol(AMQP), HyperText Transfer Protocol (HTTP) and Representational State Transfer
(REST).

A well-known light weight protocol that is developed for message transferring process
and communicating among IoT devices is MQTT. The message transfer takes place from
publisher to subscriber and the broker manages the communication system. The only issue
with MQTT is that its note safe without authentication and leads to information loss and

network latency.

iv



The current work initially integrates the ID technique to minimize the information (mes-

sage) loss in the server. This is achieved by using message ID and device ID in the message
passed. The proposed work monitors the messaging order in the network. If any part of mes-
sage is missed then a request is generated to respective device to resend the missed message.
The second major concern which is security is also ensured by applying suitable methods to
improvise the loopholes.
The vulnerabilities in the software applications are addressed using fuzzy testing techniques.
Weight based fuzzy methods has been proposed to automatically analyze the network pack-
ets. A comparison of experimental results with existing methods is presented and evaluated
based on parameters like latency per message, MQTT connection time, message loss rate and
end-to-end delay.

The results showed that the proposed methodology reduces the message transfer time
to 0.86s and the integrated ID has the connection time of 22.95s.The overall result shows
less time as compared to existing methods. The weighted fuzzy technique showed higher
performance as compared to the other established methods. The proposed work showed
reduction of loss in message as 0.207 percentage over against 0.22 percentage considering
the payload pf 3000 messages.

The proposed method stored and processed the numerical data in form of device ID for
identification that required less time to process the data as compared to existing methods

which uses other information (user name, token, etc.).
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Chapter : 1

INTRODUCTION

1.1 Introduction

The Internet of Things(IoT) generally relates to the link between objects which include
but are not limited to a variety of sensors, portable devices, software systems, and
several tags utilized for the radio-frequency identification (RFID)[1]. This intercon-
nection puts IoT to use to allow the transfer of data among these objects. Implying
on identifiable objects called “things” [2]. the IoT enables communication through a
worldwide framework of the Internet.

In the definition, “Internet” refers to the communication channel, which is put to use
by the objects and objects are referred to as “things”. This mechanism in its entirety
does not usually deal with the geographical location. Put simply, the IoT can be
addressed as the object of smart intelligence utilized for interaction that is achieved
through unique addressing schemes [3].

The ability to bring together a set of heterogeneous objects to set up a meaningful
connection between physical and virtual entities, lays down the principle of IoT. Hu-
man life in today’s times makes it an essential part due to the present needs.

It is availed using different integration and exists in many forms [3,4]. A few areas
that can be integrated with IoT are intelligent transportation, e-learning, digital health
systems, and industrial manufacturing with logistics [5, 6].

As stated earlier, the purpose is to serve interaction between divergent objects. The

main purpose of IoT is the interaction between different objects. Three major lying
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aspects are the platform, architecture and operating systems. It is not necessarily the
same for all the objects [7].

There are basically three layers: application layer, network layer and perceptual layer
as shown in Figure 1.1.

The responsibility of the perception layer is for object sensing, reading and identifi-
cation. The perception layer includes sensors, RFID tags and bar code readers. The
network layer is accountable for accessing, reading and storing data from the percep-
tion layer. It is a point of junction for communication. The application layer serves
the bridge between IoT and industry.

An assembly of physical devices called “things” is what makes up the internet of
things (IoT). These things are embedded with electronics, software, sensors, actua-
tors etc. These smart devices are capable of communicating with each other without
any human interference required to serve the purpose of Monitoring-Analysis-Control

[104].

— Application Intelligence: Transmission of Data
Application Layer Analyzed/ Effective Data Processing

Reliable Delivery: Intelligence Aspects/
Network Layer Momtoring and Recognition

: Application Intelligence: Objects Recognition/
Perception Layer RFID based Tags, Different Sensors

Figure 1.1: IoT Basic Architecture Describing Layer and Its Components
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Network traffic in IoT typically comprises of the two parts:

1. Telemetry: Telemetry means sending the aggregated data from the pool of

sensors to the server.

2. Tele-Command: Tele-command stands for sending/receiving the commands

across a network to control IoT devices.

One of the most crucial elements in the IoT system is the message transmission
system, which is accountable for controlling the devices and collection of data [104].
The control is achieved by sending commands. Therefore, it becomes vital to have
one or more communication protocols while message passing between IoT devices.
Due to the restricted memory, compute, power and storage, IoT devices are resource-
constrained in nature [92]. Hence, the protocols are designed to operate in lower
bandwidth and higher latency networks. To work efficiently in these environments,
lightweight protocols are designed for IoT devices.

The process of data collection and computation is available using the network. One
main characteristics of the network is low bit rate and adequate use of resources like
compute power etc.

IoT has a number of messaging protocols put to use for communication. Some of these
include Extensible Messaging and Presence Protocol(XMPP), Advanced Message
Queuing Protocol(AMQP), Lightweight M2M(LWM2M), Constrained Application
Protocol(CoAP), ZigBee, Message Queue Telemetry Transport ProtocolMQTT) and
web services like Simple Object Access Protocol(SOAP) and Representation State
Transfer(REST) etc. [104].

Message Queue Telemetry Transport Protocol (MQTT) can be a good choice among
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the other available protocols because of the smaller footprints and lesser payload, ideal

for resource-constrained environments [104,105].

1.2 Motivation

The main motivation of our dissertation is to design and implement an enhanced
and efficient lightweight method for MQTT protocol of IoT. Therefore, making the
communication scenario efficient, which can mitigate the message loss and maintain
the ordering of those messages. MQTT protocol has three level of QoS (QoS0, QoS1
and QoS2). Higher level of QoS are more reliable but involve higher latency and
high bandwidth requirements and lower level of QoS does not guarantee to delivery
of message.

This dissertation provides an empirical and algorithmic study for the efficient frame-
work development in terms of protocol for the authentication, networking and inte-
gration of message transmission with standardization in the Iol environment. So,
Integrated ID method improve the efficiency of MQTT protocol by minimizes the

message loss during transmission.

1.3 Objective

To Design and Implement Enhanced Lightweight Method of MQTT for Internet of
Things Devices.

Sub-Objectives:

1. To identify issues in existing lightweight protocols during information exchange

in IoT devices.
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2. To design a lightweight method for message transmission to minimize the mes-

sage loss in MQTT protocol.

3. To enhance the existing method for securely delivering the message with adapt-

ability of the framework.

1.4 Problem Domain

Based on the research carried about in this field or relating to the field, the problem

statements are:

1. Being plotted in different places, IoT enabled devices communicate with each
other to generate large amount of data making it protection is difficult. Therefore,
an effective mechanism is required to avail verification of security and protec-
tion of data being generated by IoT devices, network protocol and applications

[92,105]

2. A better exploration and adoption is required in the existing protocols used in
IoT. and the need of data exchange mechanism becomes important to simplify

the process and the system [90].

3. There is a need for mechanism, which efficiently handles the packet delivery rate
along with the message loss. These parameters become crucial because these

influence the comprehensive performance of the system [104].

4. There is the need of an empirical evaluation for designing and development of the
protocols for the authentication, networking and interoperability. It should adopt
the security standards for data communication in the case of Iol environment

and systems [92].
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1.5 Scope of the Work

The main aspect of this dissertation is to design implement an enhanced lightweight
protocol with resource sharing in an IoT environment.

It is intended to be widely used in all areas including hospital management system,
university, library, smart home etc. The work also proposes to enable using it with
different new era technologies like cloud, big data, artificial intelligence etc. The
demand and the popularity of IoT is increasing day by day. New services using smart
physical and virtual objects are solving problems like never before. The other side of
the dissertation scope highlights the high security requirements and needs for effective

data communication.

1.6 Chapter Organization

The complete organization including chapter 1 with the structure and the brief high-
lights are as follows:

Chapter 1 Introduction completely covers the basic background of the 10T along with
the focus on the motivation of the dissertation highlighting the objectives. It also
explores the concurrent ideas behind the objectives.

Chapter 2 Elaborates and enhance the related work in the direction of the dissertation
theme. The main approach is to explore the related research in the area of 10T with
security and performance aspect of MQTT and other lightweight protocols.

Chapter 3 Illustrates the overview of the existing lightweight protocols and their needs
in internet of things. It also provides the systematic comparison and evaluation.

Chapter 4 Discusses the proposed approach, algorithm, flowchart, block diagram and
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the procedure of method used.

Chapter 5 Gives the complete explanation of the design, implementation structure,
system requirements along with the list of examples. The complete requirement,
specifications along with the concurrent design requirements have been analyzed and
discussed.

Chapter 6 Covers the complete elaboration of the results. Results are explored and
discussed based on analysis and enhancement observed with final discussion is based
on the comparison of the results from the existing research.

Chapter 7 Provides the concluding remarks along with the insights on the future di-
rections.

Followed by References and Publications.



Chapter : 2

LITERATURE SURVEY

2.1 Background

Internet of Things (IoT) provides a better way of resource sharing by using different
user and access level protocols without using any human and computer interfacing.
It has been accessed and applied through different communication protocols. with
data aggregation and specialization, these protocols works in different communication

scenarios.

Data
Management

Data

Aggregation Adaptation

Resource

Messaging Sharing

Figure 2.1: IoT Computing Resources
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2.2 IoT Authentication and User Accessibility

The IoT authentication and accessibility system have been discussed based on the

protocol access and variation mechanism.

2.2.1 User Access

User access is an important aspect in terms of IoI' computing. As it should be under
the control of the administrative authority. Hence, the level of access should be

determined in such a way that it could handle the data regulation with the user access.

2.2.2 Security and Integrity

In cloud computing, data security and integrity are an important concern. Some data

constraints should apply and follow in the complete transaction.

2.2.3 Data Locality

There should be some concern in the data locality with the proper surety of their

confidential data. as the location of the user-stored data is unknown.

2.2.4 Replication and Recovery

There is a need of proper data replication and recovery when required. Further, it can

be activated whenever the data is stored on the location for particular services.

2.2.5 Investigative Support

There should be some activity for the detection of illegal events. It should be found in

such manner that it could be called and invoked accordingly.
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2.2.6 Third Party Add-ons

There should be some protocols for the third-party add-ons as it can be vulnerable

from the latest threats and achieving applicable adaptability for controlling it.

Data Access — No Interaction

i

Resource
Aggregation

Resource System

Computation Pre-Processing [€—

Figure 2.2: IoT Pre-processing Mechanism

Figure 2.2 shows the IoT pre-processing mechanism, It includes the mechanism
for data access with similar pairs of activity for data sharing. It come up with the data
aggregation, pre-processing, and computation process.

Figure 2.3 shows the procedure of data communication in IoT. It shows the data
selection with the property’s characterization mechanism. first it will select the
interface then make a connection based on properties and acquire an interface. after
selection and segmentation of data finally it checks the integrity and validity of the

data.

10
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Figure 2.3: IoT Communication Procedure

2.3 Security Issues and Challenges in IoT

The growth of information technology has also increased some new security is-
sues. Whereas traditional security issues are becoming more severe. There are many
resource-constrained devices like sensors, wearable devices, and other smart devices.
It means they have less computing power and battery capacity. Therefore, they are
lacking in security and robustness.

The data present in IoT devices is a personal information about any particular person

and owning that information of users in detail. In addition, the privacy of the user

11
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data is a serious concern, which need to be addressed in case of misuses of personal
information [106]. Therefore, we need to lay down dedicated procurement and privacy
rules that declassify and encrypts sensitive data before storing and distancing payloads
of IoT data from information so that it cannot be used to identify any individual.
Moreover, the cached and other data which is no longer required should be disposed se-
curely. Some security concerns are also due to management, like for small companies
it is difficult to build secure applications for mobile and web based IoT applications
due to small budget and insufficient manpower [107].

In addition, most of the manufacturers tend to focus more on getting the device or
application on the marked as soon as possible to start growing their user base and get
more funding, but this action could risk a major security breach.

Backdoor problems are generated because of software vulnerabilities. Consequently,
an attacker exercise plantation of backdoor in victim’s system without any artifact.
Also, other security mechanisms like antivirus or IDS are not applicable in IoT be-
cause of their restricted amount of computational power. 10T is also vulnerable to
Malware; Due to the 24*7 connectivity to the internet, it works as a hotbed to spread
the malware [108].

Even though IoT peripheral devices depends on wireless medium technology such as
Ethernet and Bluetooth technology for end to end communication, such technology
should either use essential updates and improvements to fix vulnerabilities already
present in software or use updated version of the framework to take care of the secu-
rity issues quickly.

a) The IoT system relies on the encryption methods used between the communicating

nodes to facilitate end-to-end reliable communication between peers by the use of
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unique keys.

b) Security layer contains all the devices that attempts to gain access to the IoT net-
work, depending on the preferences of the company for successful implementation of
the authentication process of IoT devices.

c¢) The third and important layer is the control of the communication path and division
of communication paths by creating a group of devices based on types of network and
functionalities (using Routers and Switches). Aside from monitoring other devices on
the network, Bluetooth and IP-based firewalls may be powerful defensive measures

for enforcing cyber threats.

Authentication Access Control

Confidentiality Privacy

Authorization - Mobile Security

Figure 2.4: Security Issues in IoT

2.3.1 Security Issues in Different Layers of IoT

Perception Layer

The technologies used in perception layer are RFID (Radio Frequency Identification),
WSN (Wireless Sensor Network) etc. Some of the possible threats are addressed [108]

below-
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a) Malicious Node: Attackers adds a malicious node to the victim’s system through
which they can get access to transmit malicious data over the IoT network to infect
and get control of the entire IoT system. For such purposes attackers uses backdoor.
b) Node capture: The peripheral devices in the network gateway are more prone to
be captured which may results in the leakage and alteration of important information.
This can results into risk of whole system security.

c) Replay attacks: The Attackers sends previous messages to the receiving node of the

IoT network in order to bypass the authentication process and network trust.

Network and Transformation Layer

The possible threats in these layers are related to confidentiality, integrity of the sys-
tem. The main threats includes network intrusion, eavesdropping, DoS/DDoS attack,
Man-in-the-middle attacks etc. Some of the possible threats are addressed below
[109][110] -

a) Scalability: IoT consists of large number of peripheral devices and these devices
may enter and leave the network many times, thus network congestion can be chal-
lenging threat, also lack of authentication and authorization, and access control will
be challenging.

b) Heterogeneity: Due to diversified platforms of IoT, it is difficult to take care of
the security challenges. As various technologies are involved, network coordination
among different platforms and security of protocols are difficult to preserve.

c) Data Revelation: The attackers may try to get important information from the IoT
network. As lot of peripheral devices have large amount of data, it is quite easy to

hack such device by using some information retrieval mechanisms.
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Application Layer

This layers requirement of security level depends on the application. The application
requirements results in complicated and hard to secure application tasks. Some of the
possible threats are addressed below [111] —

a) Privacy: Individual privacy must be guaranteed for every connection. There can
be two categories for privacy preservation. Data unionization and data collection
policy [106]. Data collection policy can ensure the amount and type of information is
restricted, and preservation of privacy. For data anonymity, cryptography protection
and obfuscation of data is required. The obfuscation of data relation can remove direct
relation between the owner and data.

b) Data Management: As the data collection is huge, its complexity is growing rapidly
and the resources are being exhausted. Such mechanisms may also incur loss of data.
c) Device Identification and Authentication: To prevent any illegal access, each ap-
plication should be able to perform authentication. Authorization should also be
implemented as attackers may intervene communication and collect the data packets
by making some change in routing table in the gateway. Even if Secure Socket Layer
technique is already applies, the attackers are able to bypass the forged certificate.

d) Specific Vulnerabilities of the Applications: There exist vulnerabilities in IoT sys-
tems, which can be used by attackers that may results in development of some modules

(injection of some unwanted code) of which user is unaware.

2.3.2 Security issues in MQTT Protocol

Message Queue Telemetry Transport (MQTT) protocol works on TCP/IP and provides

the lightweight, less bandwidth, and high reliability to the IoT system.
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The MQTT protocol consists of a broker and the MQTT client. The MQTT client
consists of a subscriber and the publisher. In the IoT network, the message packets
communicates through the MQTT protocol. The main purpose of the broker to trans-
mit message packets to the MQTT client. MQTT protocol consists of various types
of messages like CONNECT, DISCONNECT, and PUBLISH etc..

In CONNECT message packets create a connection between the client and broker.
After that, the MQTT client transmits data to the broker using the Publish command.
Then, the DISCONNECT command uses to disconnect the TCP/IP session between
the client and the broker [114,116,118].

Quality of service (QoS) can specify every connection according to the overhead be-
tween client and broker. QoS classified according to the cost define as fire and forget,
acknowledged delivery, assured delivery. Fire and forget delivery consists of message
transmits only once.

The client and broker do not acknowledge the delivery of the message. Acknowledged
delivery consists of message packets send multiple times up to when it receives ac-
knowledgment delivery of the message. The assured delivery consists of a handshake
between the broker and client so that only a single copy of the message received during
the handshaking process [119].

MQTT protocol consists of a broker that acts as an intermediate between the IoT de-
vices and MQTT client. However, the smart device forgets to receive the message from
the broker. Then, the broker stores these message packets in their memory. Hence, a
large number of message packages store in the broker and degrades its performance
[115]. Fig shows the general architecture of the MQTT protocol including the IoT

devices and user or client.
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Figure 2.5: Working Model MQTT

MQTT protocol design for the low processing devices. Therefore, The MQTT
generally develops for minimizing the processing power of IoT devices. The MQTT
protocol consists of various security requirements in terms of confidentiality, integrity,

authorization.

1. Issues in Confidentiality: Confidentiality refers to safeguard the secret, sensitive
information from unauthorized users. Privacy can be assured using encryption.
However, the MQTT protocol does not encrypt the packets between the com-
municating channels. Hence, the adversary can easily obtain data information

from the eavesdrop packets.

2. Issues in Authentication: Authentication refers to the process in which the
appropriate or genuine user can able to access the server; otherwise, the system
denied to use these services. In general, the MQTT protocol, CONNECT
message packet uses to transmit username and password for authentication.
MQTT protocol uses TCP protocol for forwarding the packets. Therefore, these

message packets cannot encrypt by communication. Hence, these packets can

17



Chapter 2: LITERATURE SURVEY

easily extract by the adversary. Then, the adversary can able to un-authorized

access to the system [117].

. Issues in Authorization: Authorization is a process in which the appropriate
authorized device can access the server; otherwise, it denied these services. So,
every authorized user or client can subscribe and publish all topics without the
use of proper authorization. The topic or message is implemented on the broker

side to restrict the client to subscribe or publish by authorized topic [113].

. Issuesin Integrity: In MQTT protocol, the untrusted user can access the sensitive
data to the MQTT broker while the TLS connection is not using by the MQTT
protocol. MQTT supports MAC, Digital Signature, and checksum to provide

the integrity mechanism in power constraint devices.

. Eavesdropping Attack: The adversary capture packets or essential credential
communicating between the broker and IoT smart devices. After that, the

adversary can use these credentials to unauthorized access to the MQTT broker.

. Man in the Middle Attack: The adversary listens to the communication be-
tween the authentication server and the IoT devices. After that, the adversary
eavesdrop packets between the communication channels. Then, the adversary
modifies these eavesdropping packets or essential credentials and sent them to

the credential to gain access to the system.

. Replay Attack: Inthereplay attack, the adversary eavesdropping packets between
the communicating channels. After some time, the adversary sends these genuine

packets to unauthorized access to the system.
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8. Rogue Attack: The IoT devices and user communicates with each other using
the authentication server. The adversary brief that the attacker node is genuine
and the user can interact with this node. After that, the user or device grants
authentication token to these malicious nodes. Hence, the attacker node able to

unauthorized access to the system.

9. Node capturing Attack: In the node capture attack, the adversary capture the IoT
device. After that, the adversary extracts the stored secret information from the
capture device. Then, the attacker uses this secret information to unauthorized

access to another system in the communicating channel [113].

10. DOS Attack: In Denial of service attack, the adversary transmits many packets
to the communicating network. These large numbers of packet create jam in the
communicating channel. Hence, a genuine packet cannot communicates with
the authenticating server. Due to this, the authenticating server cannot available

to the legitimate user or IoT device.

2.4 Data Transfer Mechanism in IoT

In IoT there are different kinds of architecture connections that can be used for the
data transfer purpose. These are as follows:

 Device to Device(D2D)

* Device to Gateway(D2G)

» Gateway to Data System(G2D)

* Between Data Systems
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Table 2.1: Comparative Study on Web Services Protocol

PARAMETER SOAP REST

Protocol used Protocol Architectural Style

Data format XML format Plain  text, JSON,
HTML, XML, etc.

Usability Can’t use REST Can use SOAP web ser-
vices.

Standards Strictly followed. Loosely followed

Bandwidth requirement | More Resources and bandwidth | Less bandwidth and re-

source

Security Describes its own security. Inherits security mea-
sures from the underly-

ing transport.

Preference Less preferred More preferred

2.4.1 Comparison of SOAP and REST Web Services

Web services provides a common platform that allows multiple applications to build
on various programming languages to have the ability to communicate with each
other so it’s a standardized medium to propagate communication between the client
and server. The major two categories inculpated in web services are simple object
access protocol (SOAP) and REST (Table 2.1).

Web services use SOAP for sending XML data between applications and REST
is one way communication and the connection is intermittent so server needs to
wait. on the basis of comparison it can be concluded that protocol domination is not
possible because of the layover possibility. As it is very clear that the advantages
and disadvantages vary in each and every protocol. The advantage of SOAP is the

security provisioning and disadvantage is the heavy weight protocol [14, 15]. REST

20



Chapter 2: LITERATURE SURVEY

is lightweight but there is some security concern is in their communicative operations.

So, SOAP is better in security as comparison to the REST protocol.

2.4.2 Comparison of MQTT and CoAP Protocol

Some of the standard protocols have been used in the IoT for the better functioning.
For resource- constrained devices MQTT and CoAP protocols are used [16, 17]. Some
features of MQTT and CoAP protocols are as follows:

* Supports open standards.

* [t is more suitable as comparison to HTTP for the constrained devices.

* Communication supported is asynchronous.

* [P has been used.

Table 2.2 shows the parametric variations and the comparative analysis.

2.4.3 Security of the IoT applications

The web-based application security may be determined with different security features

along with the communication protocols.
Multi-Tenancy

The implementation of MQTT-SN support low cost device implementation. It mainly
focuses in the traditional MQTT. If it is compared with CoAP the automation and

design can be separated automatically.
Data Operability

It is the term for the data operation along with the requirements needed for the
communication in terms of the data acquisition and following the prerequisite for the
object communication.
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Table 2.2: Comparative Study on MQTT and CoAP

Parameter

MQTT

CoAP

Mode of communica-

tion

M2M communication with

central broker

Direct M2M communication

Functional communica-

tion protocol

Many to many communica-

tion protocol

One to one communication

protocol

Architecture Broker architecture REST architecture

Communication proto- | TCP UDP

col

Model Publish/Subscribe model Request/Response model

Header size 2 Bytes 4 Bytes

QoS 3 level 2 level

Security Transport layer security/ se- | Datagram transport layer se-
cure socket layer curity

Messaging Asynchronous communica- | Both (Asynchronous & Syn-
tion model chronous Model)

Number of message | 16 4

type

Type of communication | Remote communication Local communication

Speed of transmit cycle | Slower Faster

Resource discovery Flexible topic subscription Stable resource discovery

mechanism
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2.5 Comparative Discussion Based on IoT Application

The lightweight protocols comparison is shown in Table 2.3. based on the comparative
study and discussion it is clear that as the security protocol REST and HTTP uses
HTTPS. DTLS has been used by MQTT-SN, CoAP, and LWM2M. CoAP also uses
IPSEC. MQTT-SN and MQTT uses TLS. In MQTT and MQTT-SN data size is small.
It has 2-byte header file. The size may vary form 4 byte for the MQTT-SN. Same like
MQTT-SN CoAP has 4 bytes header file. XML documents as their data in case of

LWMZ2M and SoAP. Large message data size is in the case of HTTP.

2.6 Related Study of IoT Protocols and Challenges

In [23] Aman et al., Suggested the security under limited resources is the main concern
in IoT adopted frameworks and systems. They have suggested that the IoT devices
low cost nature may arise the chances of attacks.

In [24] Pramukantoro et al., Discussed the challenges in case of developing IoT mid-
dleware. They have suggested that limited computing capacity is the major concern in
single middleware. It is also suggested that due to the enhancement in the middleware
cluster scalability can be improved. Their objective is to enhance the scalability and
for that, they have applied a Redis message broker. The number of clients they have
considered are 100, 500, 1000 and 1500 clients.

In [25] Huang et al., Discussed about the gaps bridging between physical and digital
world in case of IoT. They have suggested fog computing as the key component for
this purpose.

In [26] Alginsi et al., Discussed about the uninterruptible power supply (UPS) mon-
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Table 2.3: Comparison of Lightweight Protocols in IoT [16, 18, 21]
MQTT | MQTT- | CoAP LWM2M | REST HTTP SOAP
SN
Full Message | MQTT | Constra- | Light Represe- | Hyper Simple
Form queue for ined ap- | weight ntational | text object
teleme- | Sensor plication | M2M state transfer | access
try Net- protocol transfer | protocol | protocol
trans- works
port
Archi- Publish/ | Request/ | Request- | Request/ | Request/ | request/ | request/
tecture Sub- Re- Re- Re- Re- response | response
scribe sponse sponse, | sponse sponse
Publish-
Sub-
scribe
Need of | required, | Required,| No Context | not re- | Hybrid | WebSphere
broker send de- | send and | broker broker quired, | broker Message
vices receive | re- end can be | Broker
commu- | mes- quired. devices | used.
nicate sages. direct
via commu-
broker nicate
Transport| TCP/IP | UDP UDP, UDP TCP/1P | UDP HTTP and
protocol TCP SMTP etc
Security | TLS DTLS IPSEC DTLS HTTPS | HTTPS | It is al-
protocol or DTLS ready se-
cure.
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Scope device client Device | Device | Device | Device | Device
to cloud | inside to Gate- | to de- | tocloud, | to de- | to cloud,
cloud to | network, | way, vice, cloud to | vice, Cloud to
cloud the Gate- De- cloud De- cloud
broker way to | vice to vice to
is out- | Device gateway gateway
side on
Internet
Design | Protocol | protocols | Generic | Protocol | Protocol | Protocol | protocol
Method- | is data | suited web pro- | is data | is data | is doc- | is doc-
ology centric. | for sen- | tocol for | centric. | centric ument ument
sors special centric. | centric
network | require-
like ments
ZigBee,
Z-Wave
Message | Small, 2 or 4 |4Bytes | XML Small, in | Large, XML
size binary bytes docu- different | ASCII docu-
with Header, ment formats | format. ment
2Byte smallest
header. 2 bytes,
Largest
65535
bytes
Service |3 5 2 - - 1 -
levels
Impleme-| remotely | impleme-| smart enables | used Used protocol
ntation | perform | ntation | energy device over by the | that
service | on low- | and manage- | nearly World allows
enable- | cost, building | ment for | any Wide windows
ment battery- | automa- | M2M protocol | Web and
and ap- | operated | tion Linux to
plication | devices commu-
manage- nicate
ment 15 using
HTTP




Chapter 2: LITERATURE SURVEY

itoring system by the consideration of MQTT protocol. They have suggested that it
can be helpful in solving UPS monitoring issues. It is also adaptable for the large in-
frastructure. and explored the proof of small size message data. In this work Arduino
microcontroller is used. In addition, web server as the raspberry, MQTT broker,
MQTT subscriber and database. They have monitored the UPS parameter using a
web-based application.

In [27] An and Kim, Discussed about the information-centric networking (ICN). They
have explored their approach in terms of wireless domain. It has been implemented
in terms of light weighted protocols used for communication. ICN-based content
delivery scheme has been presented for the IoT. It shows the efficiency in terms of
supporting it as for the seamless hand-off.

In [28] Chippalkatti et al., Discussed the issue of traffic in the urban areas. They have
proposed an architecture. Their architecture is useful for the small module and for the
efficient handling. They have designed an efficient system. It can be helpful in the
time management and real time monitoring system. It has been used for finding the
empty slots. And could be used for car parking anywhere.

In [29] Celia and Cungang, Discussed IoT as a heterogeneous system. They have
suggested that the key management security is important for the authentication. It
is useful in different security operations. They have presented an interactive and
non-interactive key management protocol. It has been presented to reduce the com-
munication cost. Their approach is found to be useful in case of various attacks.

In [30] Anthi et al., Discussed the security and privacy issues in IoT. They have sug-
gested that these devices hold crucial information like username and passwords. So,

they have suggested the need of intrusion detection system (IDS). And it can be helpful

26



Chapter 2: LITERATURE SURVEY

in monitoring IoT ecosystems. They have proposed the initial stage development of
Pulse IDS model. It adopts the machine learning capabilities. It can be helpful in
identifying the denial of service attacks.

In [31] Bellagente et al., Discussed about the traditional healthcare approaches. The
drawbacks suggested by them are mainly the higher cost. In this paper, it is men-
tioned that the connected health paradigm may help in reducing the cost. They have
suggested that with the help of IoT personalized treatments can be possible efficiently
and presented an approach based on the message-oriented middleware.

This approach is useful in the interactions for the CH actors. They have used JavaScript
object notation for the data modelling with the advanced message queuing protocol
and implemented a proof-of-concept prototype. Their approach is capable in provid-
ing a feasible solution.

In [32] Chandrappa et al., Discussed about the security monitoring system. They
have presented an efficient IoT smart security system. It is capable in monitoring and
informing the authorized person if the intrusion is detected. The presence of intruder
alarm is also provided by this system.

They have developed a theft control unit (TCU) based on IoT. So, they named this
system as IoT-TCU. Their alarm rising and message sending system is found to be
successful.

In [33] Gao et al., Proposed a secure lightweight which is based on MQTT. It is IoT
based thing-centered system and categorized in three parts. In the first phase critical
functionalities identification has been performed. Secure pair designing and binding
has also performed in this stage.

In the second phase end-end to encryption. Finally, a strong authentication mecha-
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nism has been designed for different types of attacks. They have implemented their
approach on a prototype of SecT on a USD 10 Raspberry Pi Zero W. Their results
support their approach.

In [34] Iftikhar et al., Proposed a method for the fusion of the smart devices. They
have used GPS and the IoT devices for the location finding and message delivery.
Their proposed approach is suitable for warning, review and request messages and
evaluated their framework on single and multiple recipient framework.

In [35] Kamalraj and Sakthivel, Discussed about the IoT system in case of children
safety. It is mentioned in this work that there are several issues that can be handled by
the IoT based systems. They have used sensors along with the IoT components.

They have suggested that by using sensor traceability an alert message can be gener-
ated for tracing the location and synchronization of children and parents. Alcohol and
smoke gas sensor can be helpful in finding the abnormal conditions of the child. It is
suggested that by the help of different input data measurement and decisions children’s
can be save.

In [36] Irmansyah et al., Discussed the development of information technology in
terms of IoT. They have designed a heart rate monitoring device with low cost. It is
enabled with the SMS notification alert system. Their sensor is capable in converting
the heart rate into the bit per minute and the database is relying on the TCP IP com-
munications server.

Doctors and patients can check the information through the website. Their system has
the capability of warning system through the SMS when the bit per minute is low by

60 and above 100. Their system is helpful for the doctors in the supervision.
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In [37] Landge and Satopay, Discussed about the security aspect in case of con-
nected and embedded device through the internet. They have mentioned the need of
security in case of several embedded devices. And used MDS5 that has the capability
of satisfying the security concern in case of IoT. They have proposed an autonomous
mechanism to enable MDS in case of IoT for embedded device when it is connected
through the internet.

In [38] Kulik and Kirichek, Discussed about the problems in case of industrial IoT.
They have raised various industrial protocol for this. They have developed a software
architecture for the data formats transformation for the problem raised. They have
also proposed data formats transformation between different industrial protocols and
conducted message conversion for the related means.

In [39] Leshem et al., suggested the need of robust security requirements and the need
because of the high messaging volume. The high messaging volumes generate the
probability of attack. Therefore, there is the need of robust security requirement. They
have suggested the need of encryption mechanism along with the frequently changes
in the required keys.

They have used key distribution and the constant key construction. The limitations
of IoT devices as the poor memory, storage, and processing bandwidth. Moreover,
there is a need of IoT-devices as the unique key per the conversation. Their proposed
protocol is mainly based on the probability analysis. They have suggested that it
ensures a common key. It also capable in pairing the IoT devices. Their approach
shows the strength in the security protocol for IoT networks.

In [40] Lenk et al., Discussed about the IoT devices. The geographic information is

needed in many devices like vehicles. They have suggested the use of block ciphers
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in case of storing geographic information and proposed a new algorithm. It has been
used for storing geographic spatial information. It has been used successfully in IoT
devices and cloud.

In [41] El Kashef and Barakat, Discussed IoT in terms of monitoring, controlling and
for the security properties. They have proposed an intelligent alarm system. And
adopted machine learning techniques. They have used different sensors and Arduino
microcontroller. It can be notified based on email message based on real time sce-
nario. Their results show that their approach has the capability of achieving high
performance with low false positive rate.

In [42] Kurera and Navoda, Discussed about the exchange data mechanism for the IoT
devices. The several of the 10T devices are low power devices and they have suggested
that their design supports to use it as the low-power devices. It is also the need of
less electric power in this case and the need of secure data transmission. They have
calculated the cost computation in case of encryption and decryption of messages.
Therefore, they have suggested that all secure transmission protocols not need to be
IoT friendly. They have proposed a secure data transmission protocol for the IoT
devices specially low-power. Inherited the features of Kerberos and onetime password
concepts.

They have used symmetric key cryptography and achieved good security performance
in case of strong authentication and providing the secure data transmission among
different nodes.

In [43] Lin et al., Discussed IoT in terms of client devices as well as the client gateway.
It provides services for transforming the raw streaming. It can be helpful in the extrac-

tion of different valuable information. They have suggested that RabbitMQ service
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cluster can be used to connect the clients as well as the other cloud services. Their
proposed mechanism supports the monitoring system for the resource usage by the
client. Their system is capable in generating throttling rules as soon as such activities
can be identified. Their results have shown feasible solutions with less overhead.

In [44] Kim et al., Discussed for the integration of industrial message protocol. They
have suggested some minor changes in case of the existing system and the manu-
facturing message specification protocol provides communication in case of network
support the industry. The main drawback is in the controlling of the multiple devices
as the single message unable to control multiple things.

In [45] Kamal et al., Discussed IoT in terms of security protocols in case of limited
resources and scalability. They have suggested that due to space limitations several
cryptographic solutions are not feasible. They have proposed a light-weight protocol.
Based on this correlation coefficient has been calculated.

According to the authors the value of the correlation coefficient is directly proportional
to the secured data transfer. They have suggested that the adversarial node detection
in case of lower value. Their results show 97 percent correlation achieved in case of
adversarial node.

In [46] Kumar and Raza, Discussed about the MQTT protocol in terms of IoT and
suggested the need of MQTT implementations in terms of load balancing in case
of multiple brokers. It is mentioned that the information sharing between brokers
increases in case of larger number of clients.

They have proposed a topic structure for the location-dependent data. It is also in-
corporable in case of handling location-dependent data. They have also introduced

distributed brokers and gateways. It is also helpful in case reducing broker load and
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in supporting the heterogeneous brokers. Proposed system is effective in terms of of
prototype implementation and theoretical evaluation.

In [47] Madritsch and Klinger, Explored the use of computing cluster using IoT
Technologies. First, they have explored the goal of development and their expected
application. Then in the next phase is in the design and implementation of the group
of students in detail.

Authors have demonstrated by the experimentation for the practical use of the cluster.
They have used the message passing interface and open multi-processing methods for
exploring the ability and functionality.

In [48] Mukhopadhyay et al., Discussed about the current anti-theft systems. It is
mentioned that the current system lacks the tracking and monitoring function. They
have discussed these systems in terms of vehicle. Novel security system have been
proposed. It is mainly based on the wireless communication and a low-cost Bluetooth
module.

They have elaborated the model and It consists of GSM which has been used for
sending messages and have employed a keypad password. It is capable in controlling
the safety locker door and controls the seat belt wearing. It has been connected to the
Bluetooth module as well as the alarm system. It has the capability of transmitting an
alert signal that is helpful in sending the alerts.

In [49] Narang et al., Discussed about the IoT in terms of intelligent system. They
have discussed the advantages and disadvantages with the exploration and analysis in
terms of current approaches. It also shows the fundamental and security requisites,

the chances, and their current impact.
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In [50] Nasir and Kanwal, Discussed the authorization and security aspects in terms of
IoT. And several algorithms have been proposed. They have discussed a RFID based
mechanism as the previous approach and suggested that in this mechanism disclosure
attack is possible. They have proposed an approach based on the related approach to
protect against the disclosure attack.

In [51] Ni et al., Discussed about the causality’s discussion regarding the children and
the patients. They have proposed an IoT based intelligent life monitoring system. It
is the combination vehicle interior environment and emergency monitoring system.
They have designed a demo system based on the above mechanism.

In [52] Oak and Daruwala, Discussed about the information sharing between two
devices in the communication. It is considered as the layered system. They have
suggested that security protocol is not inbuilt in MQTT by default. Their main aim is
to enhance the security features in case of MQTT protocol. They have also compared
the MQTT protocol with the encryption algorithms.

In [53] Peniak and Franekova, Discussed about the secure communication in terms
of embedded devices with the conjunction of IoT. They have mainly focused on the
MQTT. Their approach has the capability for achieving the secure communication.
In [54] Meera and Rao, Discussed about the IoT system along with the MQTT protocol
for the enhancement and enrichment in the communication.

In [55] Chen et al., Discussed the mobile payment protocol in context of IoT sys-
tem. They have explained that the existing mobile payments system authentication
mechanism suffers from heavy workload. And presented a lightweight protocol for
solving this situation. For this they have proposed a unidirectional certificate less

proxy re-signature scheme.
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They have provided a new mobile payment protocol. Their proposed protocol sup-
ports the improvement in the computational cost. They have also proved the security
concern through CDH problem. It proved to be efficient in case of resource-limited
smart devices in 1oT.

In [56] Harbi et al., Discussed interconnection between objects in the IoT devices.
They emphasized that data aggregation may plays an significance role in massive
amount of data and requirement is high in case of privacy of sensed data. They have
proposed an efficient cryptographic scheme. It has been helpful in securing aggrega-
tion and transmission of sensed data in case of wireless sensor network.

Their proposed approach is based on the elliptic curve cryptography and message
authentication code. It is used in end-to-end security mechanism. Their results show
that the performance of the proposed approach is better in comparison to the related
work.

In [57] Huynh-Van et al., Discussed about the over-the-air (OTA) programming for the
IoT system. They have discussed that main limitations in the programming develop-
ment is the memory resources and the battery energy and concern about the security.
They have applied advance encryption standard (AES) algorithm on the Deluge on
TinyOS 2.x have been presented.

They have provided the runtime enhancement on the 10Ts devices like Telosb mote on
TinyOS 2.x also. And deployed the solution based on real IoT based systems.

In [58] Choi et al., Discussed authentication process as the important and crucial as-
pect in IoT devices. Study and analysis have been performed in case of authentication

protocol.
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In [59] Eldefrawy et al., Discussed about the security concerns in case of IoT technol-
ogy. They have discussed about the several security concerns regarding the authenti-
cation scheme. And discussed about the industrial IoT (IIoT) technology. They have
mentioned that there is lack of security resources in case of I1oT.

They have proposed an improved user authentication protocol for the IIoT system.
And achieved secure remote user authentication. It does not require timestamping.
Their protocol only needs Hashing and XOR. They have used Tmote Sky node for
experimentation. They have also used Scyther verification tool.

In [60] Mamour and Congduc et al., Discussed about LoRa approach along with the
long-range radio technology. Long-range radios commonly expel the multifaceted
nature of keeping up a multi-jump connect with middle of the road hubs for handing-
off data. In any case, even with the expanded range, 1-jump network can be hard
to accomplish in certifiable sending situation, particularly for remote what’s more,
rustic zones where thickness of doors is low and where gadgets/passage are normally
sent for a particular application. They portray a 2-bounce LoRa way to deal with
consistently expand a sent LoRa organize so as to diminish both parcel misfortunes
and transmission cost.

They have presented a shrewd and battery-operated transfer gadget that can be included
after an organization crusade to straightforward give an additional jump between the
remote gadgets and the door. They have introduced a battery-operated smart relay-
device. It can be helpful in the remote devices and the gateway.

In [61] Gebremichael et al., Discussed about the secure group communication. They
have discussed about the security insurance in case of secure group communication

and adopted fast symmetric-key encryption. This supports a lightweight group key
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establishment scheme. They have used one-time pad mechanism. Their scheme is
convenient and helpful in case of IoT group applications. In this applicability, the
nodes are resource-constrained. They have suggested that this scheme for resource-
constrained nodes.

In [62] Hribar and DaSilva, Proposed an updating mechanism. It is capable in learn-
ing the collected content of information. It has the capability of frequency reduction.
They have used the correlated information and based on this proposed mechanism has
been evaluated. Their result shows the increasing efficiency through their approach.
In [63] Mostafa et al., Discussed the quality control arrangements in the direction of
IoT security and system.

In [64] Muhammad et al., Discussed M2M initiative in terms of IoI. They have pre-
sented the implementation of secure MQTT. And mentioned about the security for the
different IoT applications. They have considered the smart home real world applica-
tion for testing.

In [65] Munsadwala et al., Discussed about the exponential growth and causes for air
pollution. They discussed the issue of IoT in terms of the GPS sensor system and used
MQTT protocol, which plays an important role in data acquisition unit. They also
have the dashboard for visualizing the stored data and given email alerts, activity log,
verification of geographical location and system authentication features.on the basis
of that they suggested that, the authorized user has the ability to control from a remote
location.

In [66] Poulter et al., Addressed the secure remote update protocol. They have applied
the method for the formation of a secure transmission of messages. explained the

development of a Python wrapper for SRUP.They recommended that there is a need
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to write less code with minimal effort by using this feature.

In [67] Alhazmi and Aloufi, Addressed and analyzed the architecture, applications
and need of Iol. Recommended the adoption of a conventional could or IoT focused
data center.They pointed out that the main issue with cloud-based data center is that it
is very far away, hence fog-based IoT was suggested. They recommended that it could
be helpful to analyze quickly, so it is good for applications that are time sensitive.
Indicated that the adaptability of various aspects of security would be beneficial.lt
could be dependent on available resources and adaptability with various output con-
straints. The respective challenges were discussed alongside the performance analysis.
They are based on MQTT protocol for their proposed protection scheme.In terms of
sensors, they have addressed IoT with the GPS system.The protocol used MQTT was
useful in the data acquisition unit.

In [104] Hwang HC. et al., Designed reliable message transmission system which
is based on MQTT protocol. The proposed design extended the payload area of
MQTT protocol for data verification in reliable message transmission system. The
authors studied the background such as IoT’ environment, transmission systems, their
importance and several design issues. Various protocols were also a part of literature
discussion. Comparison of HTTP, XMPP, CoAP and MQTT protocols was also pre-
sented in work.

The proposed methodology of the work included assigning sequence numbers to all
messages. The assigned sequence number was requested by each client before sending
message to receiver .Towards receiver side each client checked the sequence number
of the received message and ask for the re-transmission to the sender on finding a

missing message.
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The research described reliable message transmission system based on MQTT proto-
col and verified through experiment. Fast message delivery and guaranteed ordering

of the messages for IoT environment was ensured experimentally.

Table 2.4 shows the methodological comparison based on the method and results
achieved. It shows the elaboration based on the method and approaches. It has been

discussed and analyzed based on the results and discussion.

Chapter Summary: MQTT protocol is used for communication within an IoT
environment that functions on top of TCP/IP. MQTT is a messaging protocol that uses
the publish-subscribe communication model. in this protocol clients themselves do
not require updates, causing a reduction of used resources which makes this protocol
optimal for use in low bandwidth environment.

The protocol functions on a server called broker, pushes updates to MQTT clients
and clients will not send messages directly to each other instead relying on the broker.
Every MQTT message contain a topic and organized in a tree like structure to which
the clients can subscribe or publish.

MQTT can be a good choice when compared to other protocols like HTPP, CoAP,
XMPP etc. because it has smaller footprints(MQTT has very short message header and

smallest packet size of two bytes) so suitable for resource- constrained environment.
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Table 2.4: Related Work Discussion

S.No | Reference | Method Approach Results Achieved

1 [68] S-MQTT They have proposed a secure MQTT | Their results
protocol version. The encryption | shows that by the
algorithm they have used is ellip- | use of ECC with
tic curve cryptosystem. They have | CP/KP-ABE has
also proposed a multi-tier authen- | the better and se-
tication system. This provides the | cure lightweight
extra security layer for the data theft | communication.
prevention.

2 [69] Publish- They have described about the refac- | They have sug-
Subscribe | toring process. It can be helpful in | getsed that their
message different levels of latency. event handler has
broker the capability of

achieving end-to-
end latency of an
average of 50ms.

3 [70] SensPnP They have presented a plug-and- | Their results

play (PnP) for the problem of solv- | shows the effi-

ing third part integration. Their
presented approach has the capa-
bility of communication protocols
for the heterogeneous embedded pe-
ripheral. They have also proposed
automatic driver management algo-
rithm for IoT device with the con-
nected sensors. Their experimenta-

tion has been performed on the real

test-bed.

ciency in terms of
minimal memory
footprint, energy
consumption

reduction along
with the PnP time
reduction. Their
results shows that
the cost is also

less.
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[71]

Human ac-

tors in IoT

They have provided an impactful
analysis and study on the require-
ments and design for the Cyber-
Physical System (CPS) which is
mainly for the integration of the
human actors.  Thye have also
presented a comprehensive human-
integration framework. It is a part
of multiagent IoT middleware. They
have also presented the capabilities

of this middleware based on the hu-

man integration.

Their apparaoch sug-
gested the capability for
the data model capabil-
ity with the agent-based
IoT' middleware archi-

tecture.

[72]

MQTT L2

network

They have suggested that the estab-
lishment of large number of com-
munication in the IoT arises the
need of information centric network
(ICN). It has been done for the IP-
based communication cooperation
Their performance has been evalu-

ated based on different parameters.

Their results shows the
reduction in the varia-
tion and the communi-

cation delay.

[73]

Message-
based IoT

systems

suggested that there is the need of
security in the case of critical data
processing. They have introduced a
LUCON system for this. Itis a data-
centric security policy framework.
It has been used for the distributed
systems as well as for the message
controlling system. Their policy en-
forcement has been considerd for the
message routes verification. They
have also evaluated the performance

in terms of run time impact.

Their run time impact is
better in terms of related

research.
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[74]

Secure
vaults au-
thentication

in IoT

They have suggested that the mutual au-
thentication services and security system
is an important aspect of the IoT system.
They have presented mutual authentica-
tion mechanism based on multi-key. They
have suggested the need of secure vault
and the vault equalization should be main-
tained based on the equal sized keys. It has
been shared between the server and the IoT
device for the vault change mechanism for
the security. They have used Arduino de-
vice and concern their feasibility for the
IoT devices and covered with the memory

and computational power constraints.

Their results sup-

ports their

ap-
proach.

[75]

Fuzzy-
based fog

computing

This work suggested that due to the large
volume of data increase in IoT devices of
healthcare, increases the data traffic values
along with the consideration in different
burdens of the cloud computing environ-
ment. There are several high network la-
tency along with the high service latency
with the large data transmission may in-
crease the overhead tedious and unman-
agebale. They proposed a method based
on the fuzzy-based fog computing archi-
tecture. It has been applied based on the
fuzzy data packet allocation (FDPA) algo-

rithm with fog services.

There mechanism
has the capability
of providng data
packet allocation
based on different

virtual machines.
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9 |[76] | Fuzzy They have suggested that the email plays | Their results sup-
c-means an important role in data communication | port the approach.
algorithm with the ease of fast and effective commu-
for filter- | nication. So, there is attack possibility in
ing spam | the communication media during email. It
messages is also through the spam messages. Spam-

ming is the utilization of informing or
electronic informing framework that send
immense measure of information. Spam
regularly fills the web with numerous du-
plicates of a message and are sent to var-
ious beneficiaries over and again without
their solicitation and desires to open them.
They have analyzed analyze different ma-
chine learning techniques. It is with the
combination of with and without feature
selection. It has been applied for the spam
classification.

10 | [77] | IoT proto- | They have suggested that there are several | In this, experi-
cols under | communication protocols have been de- | mented different
constrained | veloped for helping in efficient communi- | messaging proto-
network cation in IoT devices. IoT working mecha- | cols belongs to

nism intended to run the applications with
constrained resources. A quantitative as-
sessment of Their objective is to assess the
performance of IoT messaging protocols.
It is in case of restricted wireless access
network. The use case considered here are

M2M specifications.

IoT for the perfor-
mance compari-
son.  Their ap-
proach supports
the dynamic se-
lections of the

protocols.
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11 | [78] | MQTT They have suggested that MQTT is highly | Their results
protocol in | used protocol in IoT. IT supports trans- | supports the
IoT  envi- | portlayer security (MQTT-TLS). Because | approach.
ronment of the number of autorizing rule it may

infeasible. So they have proposed MQTT
thing-to-thing security (MQTT-TTS).

12 | [79] | Middleware | According to the authors IoT is an impor- | Their result
technol- tant aspect in the computer network. They | shows that their
ogy for | have focused on the integration of IoT and | proposed IoT
laboratory | middleware technology. They have clas- | can  efficiently
environ- sified IoT researches as internet-oriented, | monitor the light
mental things-oriented , and semantic-oriented. | and sound in
monitoring | They have provided the IoT middleware | the  laboratory

for laboratory environmental monitoring. | environment.
It shows high
accuracy.

13 | [80] | Light They have suggested that IoT comprises of | They have used
weight complex network. It is of smart devices. | light-weight pro-
security It consist of large number of nodes. They | tocols for main-
framework | have suggested that the solution for energy | taining the secu-

dissipation is not possible in traditional
cryptography techniques. They have used
RSSI values. It is used for the generation
of the fingerprints. It has been used for

the correlation coefficient matching.

rity.
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14 | [81] | Messaging | Analyzed the technologies, architectures, | Their technique
models in | communication templates, has been used | was tested along
IoT for the communication messaging mod- | with the corporate

els.They have suggested that there is no | system example.
such approach for the messaging model.

It allows application-layer protocols for

building the IoT. Their main focus is for

the selection of the messaging models and

application-level protocols. It is for the

critical and noncritical systems in IoT.

They have also compared the interrelated

characteristics of 1oT.

15 | [82] | Automated | Author has suggested that the number | They have high-
authen- of embedded systems and resource con- | lighted the se-
tication strained devices have been increased due | curity and threat
credential to IoT trends. and most of the devices used | analysis based on
derivation | default settings and authentication creden- | the successful at-

tials, so not secure enough. They have pre- | tempts in threat
sented a device configuration approach. It | identification.

is capable in automatic authentication cre-

dentials derivations. They have also high-

lighted the security benefits.

16 | [83] | Object au- | Authors have suggested that cyber security | They have pro-
thentication | is an important concern. Due to efficient | vides the idea for
for cyber | and technological use of internet makes | the intelligent and
security in | the way of living effortlessly. It is also | artificial system

IoT

possible due to the use of artificial intelli-

gent system.

in case of IoT sys-

tem.
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Chapter : 3

COMMUNICATION ARCHITECTURE

3.1 Architecture of IoT

Figure 3.1 shows the architecture of Internet of Things (IoT) computing. It clearly
shows the front and back end architecture of IoT. It shows the area of different service
application, along with the service, storage and infrastructures area. It also shows the

data management and security layer based on user demand and its use.

loT Infrastructure
- Front end view

Application Zone

>

Service Allocation

\/ Data storage

Figure 3.1: IoT Service Architecture

Back end view
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3.2 Lightweight Protocols in IoT

Internet Protocol (IP) based IoT definition and standardization has been done through
the internet engineering task force (IETF) [18]. Following discussion is based on the

working groups:

1. IPv6 over Low-power Wireless Personal Area Networks (6LoWPAN) work
group: It is concern with the IPv6 adaption with the IEEE 802.15.4 as there are

several amounts of host for the connection [85].

2. Routing Over Low power and Lossy networks (ROLL) work group: It is focused
on the routing design techniques which are used for the resource constrained

devices networks with high packet drop rate [85].

3. The Constrained RESTful Environment (CoRE) work group: It provides the
application layer definition protocol. It is used for the resource-constrained
devices which also called as constrained application protocol (CoAP) [19].
It belongs to the HTTP protocols. The main dependency of this protocol is

dependent on the representational state transfer (REST) architecture [20].

4. Message Queue Telemetry Transport (MQTT) protocol: IBM and OASIS [21]
introduced this protocol. It is helpful in providing the embedded connection. In
first phase the connection is in between the applications and middleware’s. In
second phase, it is between the networks and communications. It supports the
architecture that contains the main elements like publishers, subscribers, and a

broker.
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5. Advanced Message Queuing Protocol (AMQP): It is a session layer protocol.
that is designed for the financial industry. TCP is required for the running
and implementation. It provides publish/subscribe architecture. There are
two fundamental parts: trade and lines. The trade distribute messages and
conveys them to lines dependent on pre-characterized standards and conditions.
Lines characterize the subjects and bought in by endorsers, which will get the

information given by the sensors at whatever point they are accessible.

3.2.1 Constrained Application Protocol(CoAP)

CoAP supports the interaction model in a way to handle the data to support the
variability in the context of data. It supports the client/server model. The main
properties are as follows [16, 19]:
» The lower layer is the message layer. It is adopted on the user datagram protocol.
It also supports the asynchronous switching. The notation used here are CON for the
confirmable, NON for the non-confirmable, ACK for the acknowledgement and RST
for the Reset. These above four messages are very important in message layer.
* In case of upper layer, the request/response protocol helps in the main communication,
which can be able to communicate with the lower layer. Figure 3.2 shows the process
of message transportation in CoAP[19].

The main responsibilities of CoAP is reliability, messages duplication and data
communication. In this duplication and reliability may be adopted and handled by the

message. Request/response layer is for the handling of communication part [16, 19].

47



Chapter 3: COMMUNICATION ARCHITECTURE
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Figure 3.2: Process of Messages Transportation in CoAP

3.2.2 Simple Object Access Protocol (SOAP)

Then web services come in the picture. It is helpful in enhancing the communication.
As the name implies it is mainly dedicated for the services provided by the web. It is
basically of two types:

* Representational state transfer (REST): It is an architecture for designing of network
applications. HTTP protocol is used for the client server architecture [8].

» Arbitrary web services: This is the combination of operations in arbitrary nature
along with the SOAP messages.

Communication is possible in web service and client through message exchange. It
is similar to the working mechanism of HTTP. Their message format relies next to
the simple object application protocol (SOAP). REST message uses HTTP, XML

formats [9] and it follows the JavaScript object notation (JSON). SOAP is an XML
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specification application.

Figure 3.3 shows the architecture of SOAP[10]. It supports the architecture that

Figure 3.3: SOAP Architecture

is capable in envelope inclination [10]. It is a complete variant of JavaScript object
notation (JSON) and REST.

SOAP message format consists of the following:

1. Envelope

2. Encoding style

3. Header

4. Body
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3.2.3 Message Queue Telemetry Transport Protocol ((MQTT)

IoT having some standard protocols for handling the communication and messaging.
MQTT and CoAP are two main popular protocols in [oT. These are the most effective
protocols for resource- constrained devices [16, 21]. MQTT and CoAP protocols
features are as follows:
* They support open standard.
* [t is best suited for the resource-constrained devices.
* [t supports asynchronous communication.
* For implementation and smooth operations, IP is needed.

Figure 3.4 shows the MQTT architecture. It has mainly three main components.

These are publisher, subscriber and a broker [21, 22].

PuBLISHER | | MOTT BROKER 4&=—5= | susscriser

Publish
Publish

S

s

‘\

e, > Ve
{“:‘;j

Figure 3.4: MQTT Architecture

50



Chapter 3: COMMUNICATION ARCHITECTURE

3.3 Connection Establishment in MQTT Protocol

Protocol MQTT is defined as a binary protocol, which has command and command ac-
knowledgement format [112]. We can say that every time when client send a command
to the broker, broker will send an acknowledgement where whole communication is
based upon TCP/IP protocol.

The procedure for the same is, there will be a TCP connection and then MQTT con-
nection establishment after which data transfer will take place. When the process
complete TCP connection will terminate. The client needs to send commands to
the broker for every function as a command and command acknowledgement based

protocol.

3.3.1 Communication in MQTT after Establish Connection

In figure 3.5 Client will take following steps after connection establishment [112]:

3.3.2 Steps for Subscription

Figure 3.6 shows the steps for subscription [112]

3.3.3 Basis Packet Formats in MQTT Protocol

The MQTT packet consists header (two byte fixed + variable) and payload. Variable
header and payload are not present in every packet but fixed header always present

with size two byte. Figure 3.7 shows the basic format of packets[112].
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The client made a connection with the broker by se
username and password)

After sending connect packet lient will wait for an acknowledgement to check if t
connection is established orif thereis an error.

A 4

Publish

Then client send a publish packet which contain ftopic name and message to he
published.

QoS 2 : wait for PUBREC- Publish received.

ssend back PUBREL-Publish release.
swait for PUBCOMP-Publish Complete

After comple
send the disconnect packet.

Figure 3.5: Communication in MQTT

Send a Connect packet tothe broker (With username and password)

Wait for an acknowledgement receive from the broker to check if the
connection is established or if there is an error.

when Connect acknowledgement is received, send the subscribe packet with
the appropriate topic name.

Client will wait for an acknowledgement packet to subscribe.

Figure 3.6: Steps for Subscription
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Figure 3.7: Basic Packet Format MQTT

Control Header

The 2-Byte fixed header contains the following fields:
Command Type
* The first byte is the control Field which is divided into four fields.
 The first 4 MSB bits are command type field, suppose the value of the connect
command is 1. That means for connect command the connect type field should be
1 which is 0001 and for publish command the value is 3, so, the connect type field
should be 0011. The following given below table will describe the Packets and their
values. Figure 3.8 shows the basic command types in control field.

Control Flag Bits
The next 4 bits are known as control flag bits which are used by the publish command
for the rest of the commands and are reserved with the value 0. For PUBLISH
command the Oth bit denotes if the message that is published is retained the message.
Ist and 2nd bits are used to select the quality of service if it is O or 1 or 2 and the 3rd

bit denotes if it is a duplicate message. We can see the table given below for all these
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Figure 3.8: Commands Type in MQTT Packet

control packets. Table 3.1 describe control flags[112].

Remaining Length
The second byte of the fixed header, which is the remaining length, contains total
length of variable header and payload. Remaining length can use up to 4 bytes in
which each byte uses 7 bits for the length and the MSB bit being a continuation flag.
Suppose, if the continuation flag bit of a byte is 1, it means the next byte is also part of
the remaining length and if the continuation flag bit is 0, it means that byte is the last

one of the remaining length. E.g. if the variable header length is 10 and the payload
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Table 3.1: Control Flags in MQTT Packet

Control Packet | Fixed Header Flags | Bit3 | Bit2 | Bit1 | Bit0
CONNECT Reserved 0 0 0 0
CONNACK Reserved 0 0 0 0
PUBLISH Used in MQTT 3.1.1 | DUPI | QoS2 | QoS2 | RETAIN3
PUBACK Reserved 0 0 0 0
PUBREC Reserved 0 0 0 0
PUBREL Reserved 0 0 1 0
PUBCOMP Reserved 0 0 0 0
SUBSCRIBE Reserved 0 0 1 0
SUBACK Reserved 0 0 0 0
UNSUSCRIBE | Reserved 0 0 1 0
UNSUBACK Reserved 0 0 0 0
PINGREQ Reserved 0 0 0 0
PINGRESP Reserved 0 0 0 0
DISCONNECT | Reserved 0 0 0 0

length is 20, then remaining length should be 30.

Variable Header

A variable header is not present in all the MQTT packets. There are some MQTT
commands or messages which uses this field to provide additional information or flags
and they vary depending on the packet type. A packet identifier is common in most
of the packets types.

Payload: The packet contains a payload in the end of the packet which is optional
and may varies with the type of the packet. The main function of this field is to
contain data which is being sent. E.g. for CONNECT packet the payload is client ID
and ‘username and password’ if they are present. And for PUBLISH packet, it is the

message to be published.
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3.4 Various Types of MQTT packets

3.4.1 CONNECT Packet

The first byte of the connect packet will be 10 as the value of CONNECT command is
1, the first 4 MSB will be 1 and there are no flags so the next 4 bits will be 0. Figure
3.9 shows the control field in connect packet.

Command Type Control Flag
(4-bits) (4-bits)
> €

0001 0000

10

&>

Control Field
(B-bits)

Figure 3.9: Control Field in Connect Packet

Protocol Protocol Protocol Connect Keep Client Client Username User Password Passwo
Name Name Level Flag Alive 1D D Length Name Length

Length Byte Length

Variable Header Payload

Figure 3.10: Format Variable Header in Connect Packet

In the variable header, there is always a protocol name and for this, the first 2 bytes
should mention the length of the protocol name followed by the protocol name, as in

the given below, the protocol name is MQTT which is of length 4.
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Iength S

Figure 3.11: Length in Variable Header

The server identifies the MQTT traffic and if found invalid protocol then the server
may reject the connection and Thus, we cannot give any name to a protocol. The
protocol level determines which version of MQTT it supports as for version 3.1.1, the
protocol’s level is 4. and if the protocol is not supported by the server it disconnects

by sending an acknowledgement with return code O1.

Bit 7 6 5 4 3 2 1 0

Figure 3.12: Flags Position

Next two bytes are used to mention the keep alive duration in seconds. For 60
seconds, the value will be 003C in hex. After the variable header, there will be the
payload and it will contain client id, username and password. In the given below case
there is no username and password, so only client Id will be present.

It’s easy to determine the remaining length. If the total bytes used for variable
header and payload is counted and it is 17. So the remaining length is 17. Figure 3.14

shows the final connect packet
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Figure 3.13: Variable Header and Payload in Connect
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Figure 3.14: Connect MQTT Packet

3.4.2 CONNACK Packet

Once the connect packet is sent, and the broker receives the connection it will send
back the acknowledgement as CONNACK. variable header of CONNACK will show

that the connect return code. Thus, we can know the reason behind the rejection. The
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‘ ’ Connection Accepted I Connection Accpeted
t rted th
Connection Refused, ehr:g_rrll_opr;:;);:: level i
‘ ) identifier rejected requested by the client.

Connection Refused, he Client identifier is correc
‘ | identifier rejected TF-8 but server not allowed
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Service is unavailable
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The network Connection
Unavailable }

password

’ Bad user name or ser name or password i
corrupted.

Connection Refused, not
authorized

lient does not have the
authority to connect

Figure 3.15: Connect Acknowledgement Values

values and other descriptions can be shown in the following ways:

3.4.3 PUBLISH Packet

For publishing HELLO to the OPENLABPRO, we need PUBLISH packet Command
value, which is three. The QoS level 0 with and without retaining the message control
flag will be zero. In the variable header section, first two bytes define the topic length
and then followed by topic. Similarly, in payload section first two bytes define the

length of the message followed by the actual message.

3.4.4 SUBSCRIBE Packet

When the message is published and if there are any subscribers for that topic, they will

receive the message. For subscribe to a topic the client needs to send the SUBSCRIBE
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Figure 3.16: Publish Packet MQTT

packet. The Command value of Subscribe packet is 8, and the Control flag is reserved
which is 2. The variable header contains a 16-bit packet ID. In addition, payload,
there will be the topic to subscribe followed by requested QoS level. To subscribe to

the topic OPENLABPRO with QoS 0 as we can see below:

Remaining {
length E F’azload E
Topic Name
F.jl:ketID P
leniegth
Eﬂﬂnﬁﬁhﬂn-lnﬂ
Variable
Header

| Cantrol Fleld ] Reguested QOS5 J

Figure 3.17: Subscribe Packet MQTT
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3.5 Computing Performance

High-performance 10T computing through the cloud computing-based data center is
it is very far. But if it is suggested through the fog based IoT. It can be helpful in the
way for which it is applicable for high-priority applications. It is recommended re-
garding the adaptability of different security aspects. It can be based on the resource’s
availability and adoptability with different performance constraints.

The prospects are also discussed in terms of respective challenges along with the per-
formance analysis. It can be suggested in terms of the MQTT protocol. The technique
which is in the form of different communication protocols and the ability to generate
the prospect of other conventional-issue are relied on the communication protocol.
The main theme is to generate the communication criteria for the arena of different IoT
based system for the regeneration of the transmission media and their smart devices.

The services and applications are shown in Figure 3.18.

Figure 3.18: IoT Services and Application



Chapter : 4

NOVEL MESSAGE TRANSMISSION AND SECURITY
METHOD

4.1 Design and Development

The Internet of Things ( IoT) is rising technology nowadays in the latest trends and
scenarios. That is applicable in many ways such as intelligent transportation, wear-
ables, telemedicine, and intelligent home to smart city. Different kind of devices are
plotted at different places in mentioned applications, but effective method to protect
the data are required here.

IoT devices are resource-restricting devices and need a lightweight method to improve
security. Thus, fuzzy technique are used to find the vulnerabilities in the system by
passing unexpected information on the input data and then analysis the system. This
work deals with the weighted based fuzzing technique to increase the efficiency of IoT
system. The Scapy method is used in the weighted technique and this method operates
in the block based protocol. This makes it simple and automatically to recalculate the
length of fields.

Message queuing telemetry transport (MQTT) protocol is used as a lightweight pro-
tocol for the exchange of information. Therefore it is used to evaluate the fuzzy
technique based security method.

The objective of this research is to develop and design the model of Integrated Identity
technique to minimize message loss and test it in IoT environment. Integrated ID

developed on the push message service of MQTT. It is a method of combining the
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hexadecimal number in the actual message and the ID is used to retrieve the data in

the edge devices if the message is lost.

4.2 Structure of the Proposed Approach

The smart devices increase drastically through the internet and growing rapidly. There
are different constraint-based connection showing the structure to abide with different
sensors for monitoring it. Several problems occur due to increased number of devices.
The main problem arise is the high message loss. It is due to the different messaging
and transmission techniques used. This requires effective method to minimize the
message loss in the various devices with the monitoring system along with the security
aspects.

The system structure is designed and developed for providing data security of the
uploaded stream along with the message loss control. This situation provokes the
data adaption with better controlling mechanism that may be helpful in effective data

handling also.

4.3 Proposed Method

Internet linked devices growing over the years, now billions of devices, including
smartphone, sensors, energy meter etc., are connected through the internet. This
causes the data traffic, which leads to message loss in control devices. Hence, an
efficient method is required for lightweight protocol that can transfer data without
loss.

The overall system structure is shown in Figure 4.1. In order to transfer data effectively

Integrated ID approach is proposed here whose flowchart is explained in figure 4.2.
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o

\l/YES

Figure 4.1: Overall System Structure

Let us consider room temperature as a monitoring factor to test the effectiveness of
the proposed method. Sensor devices measure the room temperature and transfer it to
the server. Further server sends back to the control devices. The control devices turn
on/off those sensor devices using message-transferring system.

The Integrated ID technique helps to recover the lost message from the control device.
The ID number of messages generate in the hexadecimal order and transmit along with
the temperature data and device ID (attached to the last part of the data). In case of
data loss, the control devices send the request signal to the specific devices to recover
the data. This method is explained in following section.

Sensor devices: Collecting and transforming the signals such as light, vibration
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—

Figure 4.2: Flow Diagram of Integrated ID Data Pre-Processing

etc. into electrical signal and then transferring them to micro-controller.

IoT Platform: Micro-controller receives the data from the sensor and process it then
send to the IoT cloud platform which is MQTT broker(i.e Adafruit 10).

Control Device: MQTT broker sends the data to the control device(i.e. Raspberry
Pi), control device then checks the ordering of the messages. if any loss of data then it
will send the request to re-transmit the data otherwise send the command to the edge

device.
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4.3.1 Data Pre-Processing

This chapter deals with an efficient approach based on the enhancement in the existing
protocol and selection. In the first phase, data pre-processing is applied on the basis
of sensor devices and monitoring allocations.

The message consists the temperature data of the subject and order of ID is added in
the message in hexadecimal value. Along with the cumulative measure in the message
ID is added in the prefix of the data. The device representation and temperature data
allocation come in this phase. Moreover, weighted technique and method operation
are also applied in block-based protocol, which is helpful in the recalculation of the

field length and other control field automatically.

4.3.2 IoT Devices

Two types of IoT devices are used here: such as controller and sensor. For message
transmission through MQTT protocol. The Raspberry Pi 3 works as a controller and
Arduino board as a sensor module.

The proposed method analyse in the transmission technique through MQTT protocol.
Arduino collects the data of room temperature and Raspberry Pi 3 display the data
and control the sensor devices (like turning on/off). Mostly smartphones are used as
both control and sensor devices, and can be connected to more control devices for
large applications. To maintain the reliable message transmission between sensor and

control devices, the ratio of these devices is set with 1: N devices.
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Figure 4.3: Data Pre-processing and Categorization

Arduino

Arduino is an open source board consists of the physical programmable memory
(microcontroller) and code can be uploaded to the Arduino by mean of software
(IDE). Arduino does not need the separate hardware to upload the code. It follows

the standard format to break the function of microcontroller that helps to access more
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package. This is popular open source electronic board and suitable to evaluate the

proposed method [86].

Raspberry pi 3

Raspberry Pi 3 is the credit card size computer, which supports many functions from
word or spreadsheet to games. This device supports all input devices (keyboard,
mouse, etc.) and execute it on the Linux distribution. Raspberry Pi 4 model B is the

latest version, which is low cost and uses to test the proposed method [87].

MQTT Broker

International Business Machines (IBM) corporation developed MQTT protocol, which
is both instant messaging and lightweight broker messaging protocol [88]. This
technique is platform independent and supports most popular programming languages.
This messaging protocol is suitable for the mobile pushing message due to its simplicity
and scalability. This pushing message technique is used by many enterprises in an
android phone and server-side also. Working of mentioned technique is shown in
figure 4.4 MQTT [89]. MQTT protocol works on the application level, especially
designed for resource-constrained devices [90, 91]. The publishing and subscribing
technique are used in this protocol, as a broker device.

For instance, if the client sends the message denoted as M related to the topic T, then
the message is sent to all client, subscribed to the topic T. Similar to the HTTP, MQTT
process is based on the Transmission Control Protocol (TCP) with Internet Protocol
(IP) as its underlying layers. The reliability of the protocols is ensured by following
three Quality of Service (QoS) levels.

Level 0: Message delivered once without acknowledgment
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Client

Message 1

Message 3
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Time
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Figure 4.4: Overview of MQTT Method

Level 1: Receive acknowledgment.
Level 2: Four-way handshake mechanism executes to deliver the message.

MQTT expose as the REST resource and broker will define the state not MQTT.
The last payload is identified as the resource value and after the analysis; the topic can
be exposed by changing the single value. The topic is created based on the pure REST
style with the help of HTTP POST and request for topic contains both topic name and
payload. For instance, the topic’s name is taken as temperature, and then the process
is conducted as follows:

* There is a need of analysis of last published value. This analyses based on the HTTP
GET request execution at /topics/temperature;

* It publishes a value. It should achieve by the HTTP PUT execution.

» The HTTP protocols allow it for the MQTT topic for the querying of state. It can
help using HTTP caching protocol. The method provides only the best level of QoS.

Hence, it is used HTTP protocol.
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4.3.3 Integrated ID Method

The sensor devices send the data to the system and cloud passes the received message
to the control devices. The control devices turn on/off the sensor devices and this data
is used in various fields like medical, home usage, etc. The sensor sends the message
to the server and there might be a loss of data in the server [104]. Therefore, the
message is added with hexadecimal numbers for analysis the order of the message and
based on that missing data is requested.
ID denotes the order of the message and last field of the message from the sensor
devices is added with 2-bit data to address the devices. There might be many devices
connected to the control devices. The device number is used to identify missing data
of device. The requested signal then sent from the cloud to that device to get the data.
The ID number is generated for each message before publishing the data with the
device number. The data field number is in the manner of hexadecimal numbers and
the value is generated from 0000. Therefore, it has the capacity to transfer many data.
MQTT is the topic-based protocol, which uses the character strings to support the
hierarchical topics. This technique can facilitate the multiple topics which is discussed
with examples.
For instance, temperature monitoring in floor “F4” of the building in the Room “R2”
and its data transferred in the hierarchical form “wsn/sensor/F4/R2/temperature”. The
data separated using “/” and wsn denotes the Wireless Sensor networks. The data
are replaced by using a wildcard as “wsn/sensor/F4/+/temperature”, which can now
access any sensor to monitor the different room temperature in the 4th floor.
This technique includes the data, such as “wsn/sensor/F2/R2/xxxxtemperatureyy”, as

first four digits represent the message and last 2-bit denotes the device. If many devices
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Figure 4.5: Message Transaction between Sensor and Control Device

connected to the control devices, then the message from the devices are identified using
its device ID. It helps to recover the data by knowing the missing data from the device
using message order.

The IoT sensor devices data is attached the hexadecimal value to the temperature
data in prefix and 2-bit is added as the device ID in the last, which contains the order
of messages. This helps to understand the message order and request made for the
missing data. These message order, then attached to every message send to the server
and message can be easily noted. The Raspberry Pi request the message with the
device ID helps to understand the respective device. If the message is miss in the
devices, then it requests to get the messages.The program is stored in the control
devices and the server helps to analysis the data order. The server checks the number
and it finds the missing data. Then it requests the sensor to send the message. This

process is clearly explained by the Figure 4.5 and 4.6.
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Figure 4.6: Communication between Devices

4.3.4 Mathematical Derivation of Integrated ID Method

Once the temperature has been measured by the sensor in the room of R2 in the 4th
floor of the building, the data has been combined with the ID in the control devices.

This function is represented in the Eq. (4.1).

From the Eq. (4.1), M denotes the message and I, denote the identity of the
message, Ip denotes the identity of the devices that is used to check the order of the

message.
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For example, if the message is sent as 24°C and this is the first message send by

the sensor then message is added with ID, as in the Eq. (4.2).

(0001).(24).(01) —> 00012401 (4.2)

The Eq. (4.2) can be generally denoted as in the Eq. (4.3). The first x denotes
the digits of the message identity in the data and the y denotes the digits of the device
identity.

XXXX.11.yy — XXXXItyy 4.3)

The digits of x and y can be increased, depends on the monitoring time and number
of devices in the room. If the temperature monitoring is plotted in the green field,
there are more of sensor devices is need to plot in the environment and their ID digits
can be increased. The xxxx is generated in the hexadecimal and yy is generated in the
binary sequential order. In Hexadecimal we could use sixteen digits (0 to 9 and six
more) since number of messages would be in large which the sensors generate and we
can represents 16-bit in four hex digit And in hex easy to work rather than huge no of
0’s and 1’s Number of devices will be less as compare to messages so binary digits
will be sufficient.

The control devices add the identity in the message, as this message can be sent
to the server. The message is sent to the Adafruit IO and this will check the message
transmission in the system. In the Adafruit IO server, the topic T has been checked
and based on the topic the data is send to the edge devices. The topic T example is
shown in the Eq. (4.4).

wsn/sensor|F4/R2/data 4.4)

Where wsn denotes the network type, sensor is the temperature sensor, F4 denotes
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the 4th floor, R2 denotes the 2nd room in the building and data is given in the Eq. 4.3.
The data is sent to the edge devices; the message order is check in the edge devices. If
there are any order missing in the message, then the request has been sent to the server

to resend the message. This method helps to reduce the message loss in the system.

4.3.5 Scapy and Weighted Fuzzy System

Fuzzy Method: Fuzzy means things which are not very clear, fuzzy logic provide
best possible decision for given input. there are various components of fuzzy logic
architecture.

Rule Base: This is a decision making system.

Inference Engine: It match the current fuzzy input to each rule and based on that
decide which rule is fixed.

Fuzzification: It converts crisp input to fuzzy input set value.

Defuzzification: It converts fuzzy sets obtained by inference engine to crisp value.

Fuzzy Process: It is a way to discovering bugs in software system by providing
randomized inputs to the program to find test cases that cause crash. It helps you to
find critical bugs in the system. There are various fuzzy frameworks are available(i.e
Radamsa, Sulley, Peach, SPIKE, Nodefuzz etc).

Fuzzers provide random input to the software, this may be in the form of network
protocol, a file of certain format or direct user input.

Fuzzers are classified into two categories:

Mutation-Based Fuzzer: Apply mutations on existing data samples to create test.

Generation-Based Fuzzer: Create test cases from scratch by modelling target proto-
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col or file format.
This technique allows automated generation of a template with the fields we want to
test for each network packet. Fuzzers consider the fields and positions of the header
for inserting data to perform fuzzing process.
Fuzzing Processes:
Step 1- Identify an objective
Step 2- Identify Entry Points
Step 3- Generating the Fuzzing Data
Step 4- Executing Test Cases
Step 5- Exception Monitoring
Fuzzing MQTT Messages:
- Select package(Connect, Publish etc.) from specification and fields that are of inter-
est for inserting information.
- In MQTT most of the information is transmitted in Publish packet.
- Study variable header to select type of field and field’s position in bytes, into which
test cases are inserted.
- Look for control field which will be recalculated once test cases inserted (i.e add,

delete etc so bytes will be change).

The proposed fuzzy system recalculates the control fields automatically using the
block-based method. The framework of Boofuzz is the simple FTP and highly used
now a days. This is successor to [92], which is highly influenced by SPIKE [93].
Sulley is actively developed fuzzing engines and fuzz testing framework. It has the

collaboration of the multiple extensible components. It also exceeds the capabilities.
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The capabilities are in the terms of published fuzzing technologies previously. It
includes the public and commercial domain.

The framework aims to simplify the data representation, transmission and instrumen-
tation. Sulley is named after the creature from Monster Inc., due to the creature is
fuzzy. The advantages of boofuzzy is as follows: Easy and quick data generation,
Instrumentation — in the manner of Target reset after failure, failure detection, and test
data recording.

In this type of framework the complex protocols definition required is slow. As it
requires the knowledge of tool itself. It also requires entire protocol specification.
For this purpose, the weighted based approach would be useful. The instrument
screens the correspondence dependent on the intermediary strategy. The arrangement
of parameters done by the client whereby the parcels are sifted. The traffic is created
between the customer and server, when client need to fluff. The predetermined parcels
are expelled by the client and prepared. The. json weight worth is consequently cre-
ated with the assistance of gave group.

MQTT publish layer of the packets. It is shown by the portion of the weighted value.
Each field in the packet will appear and two factors are added namely recalculate and
fuzzable. The user has to provide the fuzzy to a specific field of a package to change
the fuzzable value. The true value need to assign by the user to recalculate the packet
consistency. The verification value has been provided automatically by the tool. It
measures all the fields. It is in the terms of the package. It recalculate the flag which
set to true.

The computation complexity of the developed method is O(n) means that generated

time is constant, independent of the generated weight value. The user no need to aware
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of structure of any details in the tool or protocol, except the apply fuzzy and field that
need to recalculate. In case, user want to make modification in the weight, do need
for the special tool. That can be edited with the normal text editor if the structure of
.json is maintained.

The development of the system is based on the same environment as in the research
[92] and evaluated the proposed method. The architecture is shown in the Figure 4.7
and the weighted based fuzzy is used in the sniffer.

Mitmfuzzer: Mitmfuzzer is the driver that is used to call the remaining application
function. The user enters the argument that is process by the python module argparse
[94]. This provides the small interface to show the activity state of the tool.

Sniffer: Sniffer feature is the important function of the tool, which is present in
the middle of the communication to monitor and select the data for filter and process.
It also filter the data that are specified by the user for weight generation. The model
is implemented using the Scapy [95]. Once it finds the package selected by the user,
process it and sent it in a certain format that is written in python language. The method
also provides the weight value for the module.

Weight: The package is received in module with certain format and process it
generation of weight in .json format.

Fuzzer: It is a crucial and important module which process the monitoring, filter,
addition and insertion of test case. The weight file is the input to the module that is
generated in weight module. Using the iptables and nfquene [96, 97], monitoring the
communication and transfer the packages that is not identified with the weight based
on filtering. And matching packets are processed and its fields are compared with

weight and check the one user specified. In case more than one field is identified, then
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Figure 4.7: Architecture of Fuzzy Framework

module checks for the directory provided by the user to process. If the directory is not
provided, then Radamsa has been called by the module [98], passing the parameter as
file with the valid case like validcases/fieldname directory. It is a stock generator. It
has been developed for software verification.

Scapy: Scapy is the library, which is used for the packet manipulation in the
large number of network protocols. It plays an important role in the application core.
The Scapy advantages is that it uses the block-based method to support the protocol.
The fields in the package are modified, control field and length are recalculated
automatically. The fuzzer has the packet, it sends to the Scapy to process. The structure
of the packets is returned by the Scapy that is easy to change. The modification is made
in the MQTT packets, Scapy takes the manipulated package that is inconsistence in the
control field such as length field or checksum field. The control field is recalculated

based on a block-based method and the data is encapsulated if it is original.

78



Chapter : 5

IMPLEMENTATION

5.1 System Requirements

The tools used in this dissertation are Arduino IDE, Adafruit, and Raspberry Pi etc.
The hardware and software requirement for the work implementation and experimen-
tation are as follows:

Hardware Requirement:

1. Arduino Uno Board (Arduino Ethernet Shield, Arduino Uno USB Cable)

2. Raspberry Pi3 Model B

3. Micro SD Card -Minimum 16 GB

4. LAN Cables -Minimum four cables

5. RAM -Minimum 1GB suggested 2GB

6. Processor: -Intel or AMD x86-64 processor -Suggested with four logical cores

7. Disk Space: Including installation, it needs minimum of 1GB to 5GB for the

workspace and the other applications.
Software Requirement:
1. Arduino IDE

2. Win 32 Disk Imager
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3. Advanced IP Scanner

4. Putty

5. SD Card Formatter

6. IoT Platform(MQTT Broker): -Adafruit IO and ThingSpeak

7. Programming Language: -Python, C and C++

8. Operating System: Windows 7 or X and Raspbian (Raspberry Pi OS)

9. Graphics Requirements: No specific graphics card is required.

Main components that are used in implementation are Arduino Uno as sensor
device, Raspberry Pi as control device and Adafruit IO works as a MQTT broker.
which provide the complete integration to test the real time scenario.

Arduino Uno: Arduino is an open source board consists of the physical programmable
memory (microcontroller) and code can be uploaded to the Arduino by mean of
software (IDE). Arduino does not need the separate hardware to upload the code.
It follows the standard format to break the function of microcontroller that helps to
access more package. This is popular open source electronic board and suitable to
evaluate the proposed method. Arduino boards are able to read inputs like- light on
sensor, finger on button, twitter message etc. and turn into an output like—Activating
motor, turning on LED, publishing online etc.

It has following advantages:

-Simple and inexpensive

-Supports cross platform

-Simple programming environment
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Raspberry Pi: Raspberry Pi 3 is the credit card size computer, which supports many
functions from word or spreadsheet to games. This device supports all input devices
(keyboard, mouse, etc.) and execute it on the Linux distribution. Raspberry Pi 4
model B is the latest version, which is low cost and uses to test the proposed method.
It also has the following features:

- Enables people of all ages to explore computing and learn how to program in language
like scratch and python.

- Capable of doing everything what computer can do like browsing internet, word
processing, games etc.

Adafruit IO: International Business Machines (IBM) corporation developed MQTT
protocol, which is both instant messaging and lightweight broker messaging protocol.
Adafruit IO is MQTT enabled cloud based IoT platform which display the data in real
time. It make your project internet connected and can control motors, read sensor data
etc.

It has following features:

-Connect project to web services like- twitter, RSS feeds, weather services etc.
-Connect project to IoT enabled devices and can use triggers.

-Free and Open Source
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5.2 Output 1: Real Time Control of Devices with Message
Ids

The below figure shows that the AC of sensor devicel room is off, because it has
temperature below 30.00 degree Celsius and on the other hand and AC of room 2 is
on as its sensor device2 shows temperature above 30 degree Celsius (as we have set
in script of Raspberry pi). So, the below picture shows the real-time control of room1

and room?2 AC with its data id (for detecting any kind of data loss occurs).

! project

project

Figure 5.1: Adafruit cloud applets data along with control device buttons and data id field
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5.3 Output 2: Generation of Message Id along with Device
Id

The below figure shows the detection of data loss in id field. It shows that the data loss
recovery is possible from the sensor side. It shows the data id along with the sensor

devicel and sensor device?2.

Figure 5.2: Detection of Data Loss in Id Field
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5.4 Output 3: Connection of Sensor devices to MQTT bro-

ker

The below figure shows the connection of sensor device (via ethernet shield) to

Adafruit server. It shows the connection mechanism through the sensor device which

is through the Ethernet shield. The connection is provided through Arduino IDE to

the Adafruit server. It can allow the multiple input and output feeds.
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"Initiating connection to Adafruit.I0")
time=time.time()

te an MQTT client instance.

= MQTTClient (ADAFRUIT_I0 USERNAME, ADAFRUIT IO KEY)

p the callback functions defined above.
.on_connect = connected
.on_disconnect = disconnected
.on_message = message

ect to the Adafruit IO server.

.connect ()
t_time=time.time()-start_time
‘Connect Time: ', connect_time)

the loop_blocking function to run the message loop for processing Adafruit
vents. Since this script doesn't do any other processing this blocking
ion of the message loop is fine. All the program logic will occur in the
back functions above when Adafruit IO feeds are changed.

| .loop_blocking()

Ln: 1 Col 38 Ln: 108 Cel: O

Figure 5.3: Connection of Sensor Device to MQTT Broker(Adafruit IO Server)
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5.5 Output 4: Communication Between Sensor device and

Control device

The below figure shows the data communication of sensor devicel along with data on

control device side. here all the sensors are connected to the Arduino Uno Board and

the control device raspberry pi, which control all the sensors through commands

fangan_seuce!_mat

HELS R | PR

I= il ud sl |41, 50
el o [R50 | e pobiisied im tesp
tesp Tl o (oemp W Ges: OFF

Serial.prisaisivespd (54,50

seg aow e milliof) I dta puklisted o temp
2w - lardieg  \Ges: 06

Larcteg w v | (92,28

M- H I dwta poklished o temp

i
i
k
—

=4

|'sess Swiced 3150
rialpois 1 duza poblished = temp
e:

®
o

ETIA
L
(i

Pess..

[Feed tompd Srecelved new valoes 29,01
fFed id Sreceived new valoes §
Feed toapl Jreceived new valoes .84

Feed temp? /received sew values 379

fFend id Sreceived new valows T

Feed 1d recelved new viloes ]

[Feud tomp Freceived e valoss 2.10
TFeed 3 Jreceived new valms= 2

Feed temp Sreceived new valoes 29,01

TFoud teap Freceived mew valms 41,59

Feed 1d Srecelved new valoes 3

[Fed tomp Freceived oew valoss 55.70
fFend id Jreceived new valow= §

Feed teap Sreceived new value= 1.3

£ Gashboard. Modify
cliet. sabscribe| ‘tesg')
clinat. sabscribe] 14

clisat. gabsoribel 'templ’)

disconsected{cliont):

® Disconntced

on will be called whes the cliest
priat | "Siscosected from Adafradt 100°)

L HTH]

sessage{cliont, foed id, payload):
¥ Messaot fonction will be called when o sobacribed fe
¥ The feed_id paraseter fdentifies the feed, and the M
P the sew viloe
Start timestise tine]]
elimntiD=""

X o rasge(1.5):

climntIhearundon. chadon{string. alphasua )

prist{clientld, Feed (B} /rectived rew valus (1)°.for
g on Lhe changed fy

Clefane, Lne|)

foud id == "tempd':
(payloads’ 2.08"):
client. poblish| "contrald®, "0FF')

:.:Hﬂl:.M]'.ﬂ'::':'..Z'. W)
requests. post( " [§] fwidpata/contral”, format DASHBOM
fond_id = "1d':

Figure 5.4: Data of Sensor Devicel along with Data on Control Device
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5.6 Output 5: Connection Process between sensor devices

and control devices

The below figure shows the data of sensor device2 with its connection process. It

shows the integration between sensor and control devices. sensor device commu-

nication with raspberry pi through the Arduino IDE. And raspberry pi sending the

command to the sensor device via adafruit server

Be fde Shel Debug [sters Wedow e

Python 1.5.3 (default, Sep 27 200, 10:5:38)

[60 6.3.0 26174526) o Disex

Type "copyright®, "credits® or “"liceste|]" for sore inf
ormation.

Fh ]

<= RESTART: /home/pl/ate. dashboard. p
¥ ———

[nitiating connect)

Consect Tise: 1 J3MLNMEAIN
Consécted to Adafruit 10
Consected to Adafrudt §0' Listemisg for femd changes,
£ (Feed Deapl Srecelved mew vilpbs 1.3

§ (Ford 14 Sroceived oow valems |
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3600 /Feed teapd Sreceived sew viloes 29.1)
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Figure 5.5: Data of Sensor Device2 with Connection Process
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5.7 Output 6: Published data of sensor device with control

device

The below figure shows the sensor device data with its control command and also

shows same data on control device side with its id and feed name. It shows the control

command with the data with the control device.
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Figure 5.6: Sensor Device Data with Control Command and Control Device data with Feed id
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5.8 Output7: Connection Establishment between All Com-
ponents on MQTT

Below figure shows the connection establishment of Adafruit IO server with Rasp-

berry Pi and Arduino, based on MQTT protocol.

sensor_device | _matt_with_rpi3

tinclude <SPI.h>
finclude <Ethernet.h> & CoM3
finclude "Adafruit MOTT.h"
finclude "adafruit MQTT Client.h"
//#include <DHT.h> //link to dht 11 1l{RPi-arduino-MQTT
//#define DHT11l_PIN 2
//DHT DHT(DHT1l PIN,DHT11);
“““““““““““““ WiFi Access Point *¥ddddddddddddddiidiiiligs 158.137.18

byte mac[] = { Connecting to MQTT... Connection failed
0xDE, 0x2&D, 0xBE, 0xEF, 0xFE, 0xED Retrying MQTT connection in 5 seconds..
bi MQTT Connected!

//IPAddress ip (192, 168, 43, $2);

fdefine WLAN SSID "Innovations—-WiFi"
fdefine WLAN PASS "IT00ec00"
fdefine MQTT SERVER "io.adafruit.com" // static ip address
fdefins MQTT_PORT 1883
fdefine MQTT_ USERNAME "ankit_khare"
fdefine MQTT_ PASSWORD "316£8835b2004acekbdf%adefeéestatle”
) ) [+] Autoscroll [_] Show timestamp
fdefine LED_PIN B // Pin connected to the LED.
fdefins sensor_pin &l // Pin connected to the button. GPIC 15 (DB)
float temp_vol, temp val=0;
int ==0;

Figure 5.7: Connection Establishment on MQTT Protocol
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5.9 Output8: Connection Time and Latency between MQTT
Packets

Below figure shows the connection time and latency when first MQTT packet is pro-
cessed. its shows that how much time it takes to process the first packet from sensor

device to control device

*Python 3.5.3 Shell* - o x aio.dashboard.py - /home/pi/Desktop/pro
Eile Edit Shell Debug Options Window Help ‘iit Format Run Options Window Help
Python 3.5.3 (default, Sep 27 2018, 17:25:39) —s.exit(1)
[6ee 6.3.0 20170516] on linux
Type "copyright", "credits" or "license()" for more information. ssage(client, feed_id, payload):
>5> Message function will be called when a subscribed feed
=== RESTART: /home/pi/Desktop/project/aio.dashboard.py ============= art_time=time.time()
Initiating connection to Adafruit.IO ientID=""
Connect Time: 1.1651172637939453 vice_id="01"
Connected to Adafruit IO! r x in range(1,5):
connected to Adafruit I0! Listening for feed changes... clientID+=random.choice(string.alphanum)
E65D /received Temperature(Feed temp) value= 500.00/ 01
latency= 0.0502774715423584 int(clientID, '/received Temperature(Feed {0}) wvalue= {1

4B66 /received Temperature(Feed id) value= 357/ 01
latency= 0.08586001396179199

D721 /received Temperature(Feed temp) value= 416.42/ 01 =time.time()

latency= 0.0522153377532959 tency=ct-start_time;

294D /received Temperature(Feed id) value= 358/ 01 rocess = psutil.Process(os.getpid())
latency= 0.04889369010925293 em=(process.memory_info().rss)

| int("latency=", latency)

feed_id == 'temp2':
if(payload<'28.00"):
client.publish("control2", 'OFF')
lient.publish("control2", 'ON")
requests.post('{0}/widgets/control’.format(DASHBOARD_I
17 feed_id == "id':
requests.post(’'{0}/widgets/id’.format(DASHBOARD_URL),
if feed_id == "temp’:

Figure 5.8: Connection Time and Latency
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5.10 Output 9: Integrated ID Generation

Below figure shows the working process of Integrated ID Method. four digits hexadec-
imal numbers are used here for message id as a prefix and two digits binary numbers
as a suffix are used to identify device id here. sensors are sending the temperature data

here along with their message and device id as prefix and suffix with actual value.

*Python 3.5.3 - - /home/pi/Desktoy
File Edit Shell Debug Options Window Help File Edit Format Run Options Window Help
33DD /received Temperature(Feed temp) value= 140,27/ 01 # Message function will be called when a subscribed feed has
FBE6 /received Temperature(Feed temp) value= 161.29/ 01 start_time=time.time()
36D3 /received Temperature(Feed id) wvalue= 143/ @1 clientI "
0524 /received Temperature(Feed temp) value= 141.74/ 01 device_id="01"
654D /received Temperature(Feed id) wvalue= 144/ 01 for x in range(1,5):
696F /received Temperature(Feed temp) value= 150.05/ 01 clientID+=random.choice(string.alphanum)
5C50 /received Temperature(Feed id) walue= 145/ 01
940B /received Temperature(Feed id) wvalue= 146/ 01 print(clientID, '/received Temperature(Feed {0}) value= {1}/'.
5054 /received Temperature(Feed temp) value= 159.82/ 01
CB65 /received Temperature(Feed temp) value= 138.81/ 01
9B90 /received Temperature(Feed id) wvalue= 147/ @1 ct=time.time()
CD28 /received Temperature(Feed id) wvalue= 148/ 01
2FFO /received Temperature(Feed temp) value= 160.80/ 01 if feed_id == 'temp2':
2A9B /received Temperature(Feed temp) value= 139.78/ 01 if(payload<'28.008'):
5861 /received Temperature(Feed id) wvalue= 149/ 01 client.publish("control2", 'OFF'")
BA76 /received Temperature(Feed temp) value= 156.40/ 01
5504 /received Temperature(Feed id) walue= 150/ 01 else:
DB79 /received Temperature(Feed id) wvalue= 151/ @1 client.publish("control2"”, 'ON")
A398 /received Temperature(Feed temp) value= 170.58/ 01 requests.post('{0}/widgets/control’.format (DASHBOARD_URL)
6E18 /received Temperature(Feed id) value= 152/ 01 elif feed id == 'id":
0898 /received Temperature(Feed temp) value= 147.61/ 01 requests.post(’{0}/widgets/id".format(DASHBOARD_URL), dat
F423 /received Temperature(Feed id) value= 153/ 01 elif feed_id == "temp':
8C15 /received Temperature(Feed temp) value= 130.01/ 01 1f(payload<'30.00"):
5D8C /received Temperature(Feed id) wvalue= 154/ 01 client.publish("control”, 'OFF")
€739 /received Temperature(Feed temp) value= 155.43/ 01
30E8 /received Temperature(Feed id) wvalue= 155/ @1 else:
ED71 /received Temperature(Feed temp) value= 133.43/ 01 client.publish("control”, "ON")
F671 /received Temperature(Feed
58F9 /received Temperature(Feed temp) value= 142.72/ 01 requests.post(’{0}/widgets/temp’.format (DASHBOARD_URL), d
5FF5 /received Temperature(Feed temp) value= 152.98/ 01 L

Figure 5.9: Message ID Generation in Integrated ID Method
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5.11 Output 10: Working Application with MQTT Broker

Below figure shows the integration of sensor device and raspberry pi with adafruit
MQTT broker. data is published on MQTT broker as well as control device which
helps to identify the ordering and loss of any data.This is a complete application of

Integrated ID method which is used to mitigate the message loss.

< (& & | httpsy//io.adafruit.cor Pe .-

[ Jproject A aiodashboardpy-/h..| ¢ *Pythd

! data published

Ele Edt Shell Debug Options Window Help on temp
Python 3.5.3 (default, Sep 27 2018, 17:25:39)
[6CC 6.3.0 20170516] on linux

Type "copyright”, "Credits” or "license()" for more information. I

on temp

— RESTART: /home/pi/Desktop/project/aio.dashboard. py Got: OFF
Initiating connection to Adafruit.T
Connect Time: 1.3040757480621338 139.43
Connected to Adafruit 10! OK! data published on temp
Connected to Adafruit 10! Listening for feed changes sot: orF
= RESTART: /home/pi/Desktop/project/aio. dashboard.py = - 135.35
Initiating connection to Adafruit.I0 O IaRER, Bab L e S
Connect Time: 1.8542921543121338
B e 141.74
Connected to Adafruit 10! Listening for feed changes # 5 R OK! data published on temp
4595 /Feed temp /received new value= 153.96 AOAR, Value s oer
0465 /Feed id /received new value= 16 A0AR =8
78EA /Feed temp /received new value= 130.50
A515 /Feed id /received new value= 17

[] Autoscroll [_] Show timestamp Newline ~| |96

78F4 /Feed temp /received new value= 132.45
08F2 /Feed id /received new value= 18

6033 /Feed temp /received new value= 153.96
50EF /Feed id /received new value=

983 /Feed temp /received new value= 128.95
6E93 /Feed id /received new value= 20

E122 /Feed id /received new value= 21

7862 /Feed temp /received new value= 150.54
8914 /Feed id /received new value= 22

388 /Feed temp /received new value= 130.01
189A /Feed temp /received new value= 148.58
383€ /Feed id /received new value= 23

73CC /Feed temp /received new value= 135.87
67A6 /Feed id /received new value= 24

8276 /Feed id /received new value= 25

293A /Feed temp /received new value= 145.16
12CE /Feed temp /received new value= 142.72

2]

Edit Sketch Tools Help

6
2140 /Feed temp /received new value= 132.45
4AB3 /Feed id /received new value= 30

il byte mac[] = {
obe  admission-o 0xDE, OxAD, OxBE, OxEF, OxFE, OxED

Reader XI -

B //TPAddress in(192. 16R. 43. 921:

control_device

Figure 5.10: Working Model of Proposed Method
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Chapter : 6

RESULT ANALYSIS AND DISCUSSION

The experimental setup consists of the different stages: sensor nodes, open-source
mosquito broker/server, and Adafruit IO. The temperature data is measured from the
different rooms in the building as the temperature data are sensed with the help of

sensors. These data are sent through the MQTT gateway and stored in the Adafruit

10 server.

The proposed method is also compared with the existing method in the same environ-
ment. Table 6.1 shows the limitations of existing methods. The sources considered

here are from [90, 99-103]. The requirements for the experimental setup are provided

here in the following Table 6.2.

Table 6.1: Limitations of Existing Methods

Method

Limitation

Vehicle Tracking System [99]

Traceability is low

Crypto-Hash-Modules [100]

Large overhead

Lightweight Method [101]

Low efficiency Low Tracebility

MinT-I [102]

Higher energy Consumption

Openness and Expandability [103]

Bottleneck problem

Load Balancing method [90]

Low efficiency Low tracebility

6.1 Results Based on Security and Message Payload

The IoT devices are growing and used in a different field for continuous monitoring

and controlling. The major issue in the IoT is security and these devices are deployed
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Table 6.2: Experimental Design

Apparatus | Quantity Provider RAM | HDD | Processor Operating
system
Sensor De- | Temperature
vice sensor(5
pcs)
MQTT bro- | MQTT bro- | Raspberry | 1 GB | 32 4x  ARM | Noobs
ker ker: Com- | Pi3 GB Cortex-AS3
putation in- at 1.2 GHz
stance
Receiver Receiver Adafruit IO
node node 1

in different places, which makes it difficult to protect. These devices are low constraint
devices and requires lightweight security protocol with efficiency.

The objective of this research is to improve the security of IoT devices without much
affecting the efficiency. MQTT is a simple and lightweight protocol, which is capable
to support thousands of clients. Due to the efficiency of MQTT, it is highly used in
the IoT application.The fuzzy technique is used to verify the security in IoT devices.
In this research, the weighted based fuzzy method is proposed to reduce the load of
the user and increase efficiency. This method is completely automated to weight the
field to test each network packets. Due to the fuzzification process message can be
extracted at any platform employing defuzz [92]. The data can be well secured by
fuzzified packets during transmission and transferred through a well-known MQTT
broker in the current architecture to reduce data loss. The experiment is carried out in
the given scenario and the result is measured. Results are compared and investigated

to check the efficiency of the proposed approach.

93



Chapter 6: RESULT ANALYSIS AND DISCUSSION

Table 6.3: Publisher to Subscriber Delay with Message Payload

Message payload | Publisher-to- Publisher-to- Publisher- | Fuzzy
set by Paho API | Subscriber delay | Subscriber delay | to- Method
(in byte) at QoS level-O | at QoS level-1 | Subscriber | (sec.)
[16] (sec.) [16] (sec.) delay at

QoS level-2

[16] (sec.)
1000 183 227 310 174
2000 293 421 526 286
3000 385 494 580 318
4000 498 580 697 447

The proposed method is compared with the conventional method [90] and experi-
mented in the same scenario. The publisher to subscriber delay is measured for the
different message payload and the result is compared with the conventional method,
as shown in Table 6.3. The weighted fuzzy method has a low delay as compared to the
existing method at different payload. For 4000 bytes of payload, the weighted fuzzy
method sends the message in 447 s and QoS level-2 method is to send in 697 sec.
The source to destination loss of message with different payload has been measured
for the existing and proposed method, as shown in Table 6.4. There are three levels of
QoS in the existing method [90] and these are compared with the proposed one.
The message loss of the proposed fuzzy method is equal to the QoS level-2 at 1000
bytes of payload.
The proposed method has a low message loss as compared to the three-level of
conventional method. For 3000 bytes of the message payload, the proposed method
has a message loss of 0.223 % as compared to the conventional method of QoS-level-2

0.24 %.
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Table 6.4: Source to Destination Message Loss with Payload

Message payload | messages loss at | messages loss at | messages loss | Fuzzy

set by Paho API | QoS level-0 (In | QoS level-1 (In | at QoS level-2 | Method (In
(in bytes) %) %) (In %) %)

1000 1 0.24 0.18 0.18

2000 1.4 0.41 0.2 0.195

3000 1.6 0.6 0.22 0.207

4000 1.8 0.78 0.24 0.223

The message loss of the proposed and conventional method are calculated for
different payloads as shown in Figure 6.1. This shows that the proposed method has a
low message loss compared to the existing method at a different level of the message
payload. The message loss has been much reduced by the proposed method compared
to the conventional method.

The end-to-end delay for three QoS levels [90] and fuzzy system at different
numbers of requests are measured and plotted as a graph in Figure 6.2. The different
number of requests are made in the experiment and calculated the end-to-end delay.
It shows the proposed method has low delay compared to the existing method at a
different number of requests. At the 300 requests, the QoS level-2 has low delay as
compared to the proposed method. The delay of the proposed method is low for the
different level of request. For the 400 requests, the proposed method has 407 sec delay
compared to the QoS level-2 at 639 sec delay.

The end-to-end delay is measured for the proposed method at a different level of
the message payload and compared with the conventional method. The end-to-end
delay for the different payload is plotted as graph in the Figure 6.3. The different

level of payload is sent through the system and measured the end-to-end delay. The
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Message loss

2
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1.6
o 14
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b 024018 1}21}131 022021}3 0240212
02 0.12
; ™
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Message payload
Qo5 -1 wQoS-2 wQo5-3 sWeighted Fuzzy method
Figure 6.1: Message Loss of the Proposed Method
End to End delay
700
600 .
337 527
= 300 470
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?_‘:\
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l 41
0 |
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Number of request

E(J05-1 ®EQo5-2 w(Jo5-3 = Weighted Fozzy method

Figure 6.2: End to End Delay Vs Number of Request

fuzzy system has less delay compared to the existing method at different payload. For
the 4000 bytes of payload, the proposed method has the end-to-end delay of 476 s

compared to the QoS level-3 has the delay of 697 sec.
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It shows that the efficiency of proposed method is high compared to the conventional

method due to the fuzzy method.

Delay vs message payload
800

100

600
= 32
. 500
£ 421
= 400
= 310 103
—E-: 300 17 138
200 183 165
- I I
0

1000 2000 3000 4000
Message Payloadin bytes

w05 -1 mQos-2 w(Qo3-3 = Weighted Fozzy method

Figure 6.3: Delay Vs Message Payload

6.2 Comparative Analysis based on the Latency and Con-

nection time

Most of the home appliances are connected through the Internet and controlled re-
motely using edge devices. The number of devices connected to the internet is growing
high and it needs a reliable messaging technique. The method aims to reduce the loss
of messages by analyzing the order of messages. The proposed method is evaluated
using the Raspberry pi 3 and the message is sent through the devices. The unstable
conditions created in the clumsy network simulator [104] and the message are analyzed

on both sides of devices. Table 6.5 shows the devices and its supported applications.
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Table 6.5: Environment Setup

Item Server Sensor Devices Control Devices
Operating System (OS) Arduino IDE on Mi- | Raspbian on
crosoft Windows Raspberry Pi 3

Relational =~ Database | Adafruit IO
Management  System
(RDBMS)

Message broker Adafruit IO | Adafruit IO Adafruit IO

The latency of the proposed method is calculated for different messages that

is presented in Figure 6.4. Latency is lower for the first message and it varies with
different messages. This latency is considerable for the IoT application and it measures
in milliseconds.
In the research [105], OAuthing securely transmitted the message and this involved
in protecting the data. These methods don’t share the data with the third-party
application and additionally provide privacy to the user. This technique is compared
with OAuthing research [105], in terms of time, latency, and program memory. The
research [105] involved in user registration and then tried to connect the client and
the user. The message was assigned with the ID and continuously monitored. The
message loss minimized with the help of the token and the data stored in the separate
cloud.

The connection time is based on the device initialization, and the evaluated con-
nection time of different method is compared with other techniques(like OAuthing)
in research [105]. Mosquitto technique has a connection time of 24.5 ms and the
integrated ID has a connection time of 22.95 sec. This time is less compared to

conventional methods.
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The existing method of OAuthing [105] involved in initializing the third-party app
and other gateways, caused a rise in the connection time. The proposed method of
integrated ID will not allow the third party to involve, so processing time decreased.
The IDs were stored in the variable memory of the device instead of cloud storage,
which results in decreasing the latency of the proposed method. Figure 6.5 shows the
connection time of various techniques.

The first connection time is much higher for the OAuthing method due to its privacy
protection algorithm. The further connection of OAuthing having a less computational

time of 35.9 ms.
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Figure 6.4: Latency for Number of Messages

The program memory gives the space required by the method to store and less
program memory helps to provide more space for variable memory. The program
memory of the proposed and conventional method is shown in Figure 6.6. The
Integrated ID method requires lower memory than the existing method OAuThing
[105].

The existing method store the data in the cloud and the integration of the cloud

increases the program memory. The Integrated ID technique uses the numerical data
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for identifying message loss and this requires very less space that can be stored in
the variable memory of the devices. The proposed method stores and processes the
numerical data (device ID) for identification which requires less time to process than
other existing methodologies with other information (user name, token, etc.).

IoT messaging technique is used to transfer messages across several devices and
some devices may have lower resources. These kinds of resources need the lightweight
program for its function. This Integrated ID method shows that the proposed method
has a low program memory compared to the other method [105].

The time requires for the first message is calculated and compared with the standard
method. The comparison of time taken to process the first message between existing
and proposed is shown in Table 6.6. The proposed method requires less time compared

to other methods and the proposed method requires only 0.86 sec for transmission of
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first messages. The existing methods involve registering the data before transferring
the message. The device ID in the Integrated ID identifies the user, as it helps to
improve the performance of the message process in less time. This helps to reduce the
time taken for the first message to process and achieve low time for the first message
compares to conventional methods.

Table 6.6: Time Taken by First Message to Process

Technique Time (sec)
MQTT [105] 12.03
OAuThing [105] | 12.71
Integrated ID 0.86

The wrong message rate is measured for the Integrated ID and the common MQTT

technique in Table 6.7. This shows that the proposed method has less than 1 % wrong

101



Chapter 6: RESULT ANALYSIS AND DISCUSSION

Table 6.7: Wrong Message Rate

Methods Wrong message rate (In %)
MQTT 4
Integrated ID | less than 1

message rate and it also has high efficiency. However, the proposed integrated ID
has been tested in the unstable network and this shows that the wrong message rate
in 9This shows that the proposed method has higher performance compared to the
conventional methods. This method can be applied to the IoT technique for efficient

transfer of messages, helps in monitoring the environment.
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CONCLUSION AND FUTURE SCOPE

7.1 Conclusion

In the Internet of Things (IoT) connected devices are rapidly growing and control
devices are connected to the sensor to monitor certain conditions. In the Internet of
Things, devices are resource-constrained and the lightweight method is required to
enhance the security and mitigate loss of the message.

In this thesis, our main objective is to mitigate the message loss during the message
transmission in-between Iol devices. Additionally, monitoring the network without
affecting integrity of messages and quality of service (QoS) in the system.

The first objective is to identify issues in existing lightweight protocols during
information exchange in IoT devices. To fulfill the first objective comparative study of
existing lightweight protocols in IoT is analyzed based on multiple parameters (Archi-
tecture, Need of Broker, Transport Protocol, Security, Scope, Design Methodology,
Packet Size, Service levels, Application, etc.). After comparative study, MQTT pro-
tocol identified as it has a QoS mechanism for each sort of message. However, it is
very hard to ensure message delivery and ordering of messages.

Hence, the second objective addresses the effective solution to minimize the loss
of information during message transfer among devices. This objective is achieved by
designing the model of the Integrated Identity (ID) technique that minimizes message
loss. After the execution of this new model on the IoT environment following outcome

has achieved:
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Connection time of the method is low 22.95 ms, proposed method transfer the first
message within 0.86 Sec with satisfactory latency and less storage memory as com-
pared with existing methods. Proposed method has the lower wrong message rate
(Iess than 19%) than the existing message exchange method.

Integrated ID method is lightweight which is suitable for the majority of the devices
in IoT.

After message loss minimization, the next objective is a network monitoring and in-
tegrity of information without degrading the performance of the system. Hence, fuzzy
techniques pave a solution since they can be used to find vulnerabilities in a system.
Such techniques pass unpredicted inputs first and afterwards, analyze the system. Pro-
posed fuzzy technique utilizes a scapy method to operate in block-based protocol. The
length and other control fields of the network are recalculated automatically with less
duration.

Comparison with conventional methods for communication shows that the proposed
fuzzy technique based method has higher performance. End-to-end delay in proposed
method is 476 sec while existing method is 498 sec on the payload of 4000 bytes.
The loss of messages in proposed method is 0.207%, while in the existing method
the message loss is 0.22% at 3000 message payloads as concluded by experimental

results.
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7.2 Future Scope

Proposed framework has some limitations. Reporting of errors is one of the most
significant constraints. Proposed work has implemented using MQTT protocol; this
can extend to allow confirmation of a wider range of network protocols used by IoT

devices. Future suggestions based on the thesis are as follows:

1. The possible future directions of this method involve in increases the security in
IoT based on data encryption technique, the lightweight technique can be applied
to decrease latency, and power consumption of the IoT devices is needed to be

optimized.

2. This work can be extended with the combination of machine learning and other

clustering algorithms.
3. The parameters can be extended in the future for reporting errors.

4. In future work, the security method can be developed (eg. authentication and
authorization of device) in message transmission that can ensure the privacy of

the user.
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