LU UPES

Enrolment No:

UNIVERSITY WITH A PURPOSE

UNIVERSITY OF PETROLEUM & ENERGY STUDIES
End Semester Examination (Online) — July, 2020

Program: BBA Accounting Information Systems Semester: 4
Subject/Course: Information Systems — Risk & Security Max. Marks: 100
Course Code: STGM 2001 Duration: 3 Hours

IMPORTANT INSTRUCTIONS
The student must write his/her name and enrolment no. in the space designated above.
The questions have to be answered in this MS Word document.
3. After attempting the questions in this document, the student has to upload this MS Word document on
Blackboard.

N =

Marks COs
Q.1 | What are the phases of the Security Risk management Process? Briefly 20 3
discuss.
How can we classify organizations in terms of Maturity in context to
Q.2 L 20 2
Security Risk Management?
Asset Threat Vulnerability Mitigation
What are you What are you How could What is
trying to afraid of the threat currently
protect? happening? occur? reducing
the risk?
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Impact Probability
What is the How likely is the
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Well-Formed Risk Statement
Describe in detail the various steps ,as indicated, (see figure) towards
creating a Risk Statement.
04 Differentiate between Qualitative and Quantitative approaches towards 20 3
' Risk management.
Q.5 What are (a) Disaster Recovery (b) Buisness Continuity? How are they 20 3
different?
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