Name:

Enrolment No:

Course:

UPES
End Semester Examination, May 2024
Cyber Crimes & Digital Laws

Program: LL.M. [Cyber Security & Digital Laws ]
Course Code: CLCY 7007

Instructions: Read the instructions carefully.

Semester : 11

Duration : 03 hrs.
Max. Marks: 100

SECTION A
Each question carries 2 Marks
5 Q*2 M=10 Marks

login attempt from an unknown location. The email asks you to click on a
link to verify your identity. What are the two red flags in this scenario, and
how would you respond safely? Explain your reasoning.

Q. No. Marks (6{0)
1 What are some of the challenges law enforcement faces in combating 2 Co1
cybercrime?
Explain the meaning of the ‘Universality Principle’ of Jurisdiction. Co1
What is the meaning of ‘Phishing Scams’? How can victims identify and Co1
avoid phishing scams?
4 What do you mean by ‘Social Media’ crimes? Co1
5 Should cybercrime be considered a major threat to national security? Co1
SECTION B
Each question carries 5 Marks
4Q*5 M=20 Marks
Q. No. Marks CO
6 With the rise of social media and online communities, discuss two 5 CO2
emerging cybercrimes that target these platforms. What impact can these
crimes have on individuals and society?
7 What are the impacts of cybercrime on individuals? CO2
8 What role can governments play in protecting citizens from cybercrime? CO2
9 You receive an email notification from HDFC bank about a suspicious CO2

SECTION-C
Each question carries 10 Marks

2Qx10M=20 Mark
Attempt any two Questions




Gitika turns on her computer and discovers a pop-up message stating that
all of her files have been encrypted by ransomware and cannot be accessed
without a decryption key. The message demands a hefty ransom payment
within 48 hours to unlock her data.

In this situation, Advise legal remedy to Gitika.

10

CO3

10

Neeta have been chatting online with Mr Nikhil she met on a popular dating
app. They seem perfect, with similar interests and a charming personality.
However, Mr Nikhil constantly makes excuses for not video chatting or
meeting in person. He claimed to live far away or have a demanding job.
Soon he asked Neeta for money for some personal emergency. Neeta
transferred 20,000 Rs. After the amount is transferred, Mr Nikhil stopped
the conversation with her.

Explain the potential consequences of sending money and what legal steps
would you recommend Neeta to recover her money. Justify your answers
with legal provisions.

10

CO3

11

Analyse legal remedies for ‘Civil Wrongs’ under the Information
Technology Act, 2000 as amended in 2008.

10

CO3

SECTION-D
Each question carries 25 Marks

20Qx25M =50 Marks

Q. No.

CO

12

Ms Yukti has been working with AXY company in Patna. She was 30 years
old and in a happy online relationship with someone for months. He
convinced her to share intimate photos and videos. He claimed these will
deepen their bond and promise never to share them with anyone. However,
after few days Yukti discovered those photos have been leaked online,
causing her embarrassment and emotional distress.

In the light of this situation, answer following question:
1. Explain the cybercrime of sextortion and the potential impact it can
have on victims.
2. Why is it important to be cautious about sharing intimate content
online, even with someone you trust?
3. Advise Ms Yukti on legal remedy.

25

CO4

13

‘Cryptocurrency crimes encompass a wide range of illicit activities that
involve the use of cryptocurrencies, blockchain technology, or related
platforms for illegal purposes. Cryptocurrency crimes have been increasing
to a great extent. One of the most challenging crime is Cryptojacking which
involves the unauthorized use of victims' computing resources to mine
cryptocurrencies covertly, often through malware infections or malicious
scripts embedded in websites.’

In the light of this background of Cryptocurrency, explain the following:

25

CO4




1. Analyse and explain different categories of Cryptocurrency
Crimes.

2. Critically describe the legal regulation of Cryptocurrency crimes in
India.






